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Abstract

A Study on Security Methods for a Book-style Multimedia

Document Viewer

Inoue Tomiyuki

Various ways of digital contents communications have been getting popular, owing to
the development of information communication technologies, particularly the Internet.
In those contents communications, human machine interface is one of the important
technical elements to improve the user-friendliness of the digital contents viewing sys-
tem.

Our laboratories have been developing a new type of digital contents viewer, called
CyberBook, being partnering with NTT Laboratories. The CyberBook is a multimedia
contents viewer with a book-style icon and handles text, voice, image data and video.
Users can use the CyberBook as if they turn the pages of a real book, and they can
make bookmarks of the data they want to retrieve as if they place an actual bookmark
in the book.

In the development of the CyberBook, the recent task is to add security functions, such
as for billing and authentication. This is because the information viewing methods have
been diversified, value-added and personalized particularly as various mobile computing
tools have been introduced, aiming at their application to electronic commerce systems.

Our Laboratories, therefore, has been developing a one-time password authentication
method, called SAS, to realize the billing and authentication function for digital contents

communications. The SAS is a key technology of the CyberBook’s security functions.
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In particular, we have been focusing of the enhancement of its robustness against a
certain attack method and its user-friendliness. For its details, we will announce it later
as part of our academic research.

In this thesis, the CyberBook security function based on SAS will be explained, fol-
lowed by our proposal for secure distribution of the digital contents and for the charged

contents services.

key words Book-style Multimedia Document Viewer, SAS,Cipher System
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