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Abstract

Billing Protocols in Mobile Communication Environments

Yasuhiro OISHI

We are studying on contents communications systems. Contents communication
using “browser phones”, particularly i-mode, have been getting popular. Billing systems
are located as many functions in contents communications systems.

The research is aiming to install security functions, which are a one-time password
authentication protocol, called SAS, and billing system, called SAS-Coin, to mobile
communication environments with lower processing abilities.

First, SAS-K, a new type of one-time password authentication method, is proposed
to cope with some attacks on SAS. Next, the SAS-Coin is studied, which is a simple
billing method applying SAS-K. The SAS-K and SAS-Coin protocols are installed on a
platform which has three players, Customer, Vendor, and Broker.

SAS-K, and an SAS-K based billing method, SAS-Coin have brought secure func-

tions to mobile communications environments.

key words one-time passwordOpassword authentication 0SASOwiretappingJinper-

sonation
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ggooboooobboooooobo

O00000000000000 SAS-KO

gooooooooo
/*/%/x/x/*/x/* OO0000000000 (sas.h)*/x/x/*/*x/%/%/*%/*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define BUFSIZE 1000

#define DATALEN 9

#define DEFAULT_PORT_center_user 8000
#define DEFAULT_PORT provider_center 8001
#define DEFAULT_PORT provider_user 8002
#define DEFAULT_PORT 5320

#define MEMBER 30

typedef struct userdata
{
char uID[BUFSIZE];
char E2x[BUFSIZE];
int zannkinn;

Yudata;

struct sockaddr_in settei(int port, unsigned long address);
int serverstart(int port);

int clientstart(int port, unsigned long address);

int makekey(unsigned char #*key);

int cipher(unsigned char #*block);

int sbox(unsigned char data)

void int_to_char(int rn, char *a);

void exor(unsigned char *datal, unsigned char *data2);
void makeElx(unsigned char #uID, unsigned char xS,
unsigned char *NO);

void loadfile(udata *ap, int *m, char *fn);

void savefile(udata *ap, int *m, char *fn) ;

int searchmember(char n[20], udata *ap, int m);

/*/*%/x/x/*/*%/x/*/x/* O000000 (sas.c)*/*x/x/*/*/x/*/x/x/*/

#include "sas.h"

unsigned char KS[32];

/ kekey
makekey (key)

unsigned char xkey;
{

unsigned char t[4],b[4],d[4];

register i,j

i< 4 itt+)

i< 8 ; i+ ) {

for ( j=0; j<4; j++){

for (i =0 ;
d[il = 0;

for (i =0 ;
t[j1 =
blj] =

key[j+4];
key[j+4] ~ d[jl;

dljl = keyl[jl;

}

key[5] = key[1] ~ key[0];
key[6] = key[2] ~ key[3];

key [5]
key [6]
key [4]

sbox(key[5] + (key[6] ~ b[0]) + 1);
sbox(key[6] + (key[5] ~ b[1]1));
sbox(key[0] + (key[5] ~ b[2]));

key[7] = sbox(key[3] + (key[6] ~ b[3]) + 1);

for ( j =0 ; j<4; j++)
key[jl = t[jl;
for ( j =0 ; j<4; j++)
KS[4*i+j] = key[j+4];
s
s
/ cipher /
cipher(block)
unsigned char *block;
{
unsigned char t[4];
register 1i,j;
int k;
k = 16;
for (i =0; i< 8 ; i++)
block[i]l = block[i] " KS[k++];
for (i =0 ; i< 4 ; i++)
block[i+4] = block[i+4] ~ block[il;
k = 0;
for (i =0; i<8; i++) {
for ( j =0 ; j<4; j+)

t[j] = block[j+4];
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s
/ box /
sbox(data)
unsigned char data;
{
return ( data << 2 | data >> 6 );
s
/ exor /
void exor(unsigned char *datal, unsigned char
{
int i, small, big;
if (strlen(datal) <= strlen(data2)){
small = strlen(datal);
big = strlen(data2);
for (i = 0; i < small; i++)
datal[il = datall[i]l "~ data2[il;
for (i = small; i < big; i++)
datai[i] = data2[il;
s
else{
small = strlen(data2);
big = strlen(datal);
for (i = 0; i < small; i++)
datal[il = datall[i]l "~ data2[il;
for (i = small; i < big; i++)
datai[i] = datal[il;
s
s
[Hmmmmmmm e int_to_char------------- */

block[5]
block[6]
block[5]

= block[5] ~ block[4] ~ KS[k];
= block[6] ~ block[7] ~ KS[k+1];
= sbox(block[5] + block[6] + 1);

block[6] = sbox(block[6] + block[5]);
block[4] = sbox(block[4] + block[5]);

block[7] = sbox(block[7] + block[6] + 1);

for (j =0; j<4; j++)
block[j+4] = block[j+4] ~ block[jl;
for (j =0; j<4; j++)
block[j] = t[jl;

k += 2

H

for (1 =0 ;i< 4 ; i++)

t[i] = block[i+4];
for (i =0 ;i< 4 ; i++ )
block[i+4] = block[il " block[i+4];
for (i =0 ;i< 4 ; i++ )

block[i] = t[il;

k = 24;

for (1 =0 ;i< 8 ; i++ )

block[i] = block[il ~ KS[k++ 1;

void int_to_char(int rn, char *N)

{

int n[10];

n[0] = rn / 1000000000;
rn = rn % 1000000000;
n[1] = rn / 100000000;
rn = rn % 100000000;
n[2] = rn / 10000000;
rn = rn % 10000000;
n[3] = rn / 1000000;

*data2)

rn = rn % 1000000;
n[4] = rn / 100000;
rn = rn % 100000;

n[5] = rn / 10000;
rn = rn % 10000;
n[6] = rn / 1000;
rn = rn % 1000;
n[7] = rn / 100;
rn = rn % 100;
n[8] = rn / 10;

rn = rn % 10;

n[9] = rn;

N[0] = n[0] + n[9];
N[1] = n[1] + n[8];
N[2] = n[2] + n[7];
N[3] = n[3] + n[6];
N[4] = n[4] + n[5];

/ ttei /

struct sockaddr_in settei(int port, unsigned long address){

struct sockaddr_in server;

/* server no settei */

memset ((char *) &server, 0, sizeof(server));

server.sin_family = AF_INET;
server.sin_addr.s_addr = address;

server.sin_port = htons(port);

return server;

int serverstart(int port)
{
struct sockaddr_in server, client;

int s, rs, len;

/*socket openx/

if (( s = socket(AF_INET, SOCK_STREAM, 0)) < 0){

perror ("socket") ;

exit(1);

/*provider-center bind*/
if (bind(s, (struct sockaddr *) &server,
sizeof (server)) < 0){
perror ("bind");

exit(1);

listen(s, 1);

len = sizeof(client);

/*provider-center TCP connection no uketukex/

if ((rs = accept(s, (struct sockaddr ) &client, &len))

perror ("accept");

exit(1);

close(s); /* socket close */

return rs;

int clientstart(int port, unsigned long address){
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struct sockaddr_in server;

int s, len;

/* socket open */
if ((s = socket(AF_INET, SOCK_STREAM, 0)) < 0) {
perror( "socket");

exit(1);

if (connect(s, (struct sockaddr *) &server,
sizeof (server)) < 0) {
perror ("connect") ;

exit(1);

return s;

/ keE1x /
void makeElx(unsigned char #uID, unsigned char *S,
unsigned char *NO)
{
makekey (uID) ;
exor(S, NO);
cipher(8);
¥

/*/*/x/*/* 000 0OBroker 000000000 (center.h)*/*/x/%/*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define BUFSIZE 1000

#define DATALEN 9

#define DEFAULT_PORT_center_user 8000
#define DEFAULT_PORT provider_center 8001
#define DEFAULT_PORT provider_user 8002
#define DEFAULT_PORT 5320

#define MEMBER 30

typedef struct userdata
{
char uID[BUFSIZE];
char E2x[BUFSIZE];
int zannkinn;

Yudata;

struct sockaddr_in settei(int port, unsigned long address);
int serverstart(int port);

int clientstart(int port, unsigned long address);

int makekey(unsigned char #*key);

int cipher(unsigned char #*block);

int sbox(unsigned char data)

void int_to_char(int rn, char *a);

void exor(unsigned char *datal, unsigned char *data2);
void makeElx(unsigned char #uID, unsigned char xS,
unsigned char *NO);

void loadfile(udata *ap, int *m, char *fn) ;

void savefile(udata *ap, int *m, char *fn);

int searchmember(char n[20], udata *ap, int m);

void registration_c_u(void);

void registration_c_p(void);
void comunication_c(void);

void start_c(void);

extern int rsil, rs2, n;

extern char buf [BUFSIZE];

extern struct sockaddr_in user, provider;

extern int pnl, pn2, n, port_p_c, port_c_u;

extern char ip[20];

extern unsigned long myaddress, address;

extern int argc2;

extern char *argv2[];

extern unsigned char uID[DATALEN], uID2[DATALEN];
extern unsigned char pID[DATALEN], pID2[DATALEN];
extern unsigned char E2xuc[DATALEN], E2xpc[DATALEN];
extern unsigned char konnkai[BUFSIZE], jikail[BUFSIZE],
kennsyou [BUFSIZE] ;

extern unsigned char ninnsyoudata[BUFSIZE], kekka[BUFSIZE];

extern int member, zannkinn, hit;

/*/%/*/*/*/%/* 0 000Broker 0 main 00 (center.c)*/*/*/x/*/x/*/

#include "center.h"

int rsl, rs2, n;

char buf [BUFSIZE];

struct sockaddr_in user, provider;

int pnl, pn2, n, port_p_c, port_c_u;

char ip[20];

unsigned long myaddress, address;

int argc2, i;

char *argv2[5];

unsigned char uID[DATALEN], uID2[DATALEN];
unsigned char pID[DATALEN], pID2[DATALEN];
unsigned char E2xuc[DATALEN], E2xpc[DATALEN];

unsigned char konnkai[BUFSIZE], jikai[BUFSIZE],
kennsyou [BUFSIZE] ;
unsigned char ninnsyoudata[BUFSIZE], kekka[BUFSIZE];

int member, zannkinn, hit;

int main(int argc, char *argv[])
{

int menu;

argc2 = argc;

for (i = 0; i < argc2; i++)
argv2[i] = argv[il;

start_c();

registration_c_p();

do
{
read(rs2, buf, BUFSIZE);
menu = atoi(buf);
printf("menu = %d\n", menu);
switch(menu)
{
case 1:
registration_c_u();

break;

case 2:
comunication_c();

break;

case 0:

break;
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default:
printf("You inputed illegal menu number!\nAHO"!!\n");

break;
s
s
while(menu != 0);
close(rsl); /*connection no setudannx/
close(rs2); /*connection no setudannx/
exit(0);
s

/*x/*/x/*/x/*/+* 0 000Broker 0000 (start_c.c)x/*/*/x/x/*/*/

#include "center.h"

void start_c(void)
{
/*hikisuu no kennsa*/
if (arge2 !'= 1) {
fprintf (stderr, "Usage: %s \n", argv2[0]);
exit(1);

/* port banngou no settei */

port_p_c = DEFAULT_PORT_provider_center;
myaddress = inet_addr("172.21.32.92");
provider = settei(port_p_c, myaddress);

rsl = serverstart(port_p_c);

strcpy(ip, inet_ntoa(provider.sin_addr));

pnl = (int)ntohs(provider.sin_port);

printf (" \n") ;
printf("Provider IP Address = Y%s Port Number =
%d\n", ip, pni);

printf (" \n") ;

/* port banngou no settei */
port_c_u = DEFAULT_PORT_center_user;
user = settei(port_c_u, myaddress);

rs2 = serverstart(port_c_u);

strcpy (ip, inet_ntoa(user.sin_addr));

pn2 = (int)ntohs(user.sin_port);

printf (" \n") ;
printf("User IP Address = %s Port Number =
%d\n", ip, pn2);

printf (" \n") ;

/*/ 000 OBroker 00 Vendor 0000 (registration_c_p.c)*/*/*/

#include "center.h"

void registration_c_p(void)
{

int i;

printf ("\n****Registration of Provider.****\n\n");
read(rsl, ninnsyoudata, BUFSIZE); /*receive touroku you data*/

printf("resieve data from provider\n");

for (i = 0; i < 8; i++)

pID[i] = ninnsyoudatal[il;

for (i = 0; i < 8; i++)

E2xpc[i] = ninnsyoudata[i+8];

/*strcpy (tourokudata[member] .uID, ulID);
strcpy (tourokudata[member] .E2xpc, E2xpc);
tourokudata[member] .zannkinn = zannkinn;
member++;

savefile(ap, &member, FILENAME);*/

printf("\nProvider Registration was finished!! \n");

/*/x/* 0000Broker 00 Vendor D000 (registration_c_u.c)*/*/*/

#include "center.h"

void registration_c_u (void)
{

int i;

printf ("\n****Registration of User.xxx\n\n");
read(rs2, ninnsyoudata, BUFSIZE); /*receive touroku you data*/

printf("resieve data from user\n");

for (i = 0; i < 8; i++)

uID[i] = ninnsyoudatal[il;

for (i = 0; i < 8; i++)

E2xuc[i] = ninnsyoudata[i+8];

/*strcpy (tourokudata[member] .uID, ulID);
strcpy (tourokudata[member] .E2xuc, E2xuc);
tourokudata[member] .zannkinn = zannkinn;
member++;

savefile(ap, &member, FILENAME);*/

printf("\nUser Registration was finished!! \n");

/*/*/*/*/x 0000Broker 0000 (comunication_c.c)*/*/x/x/*/*/x/

#include "center.h"

void comunication_c(void)
{

int i;

printf ("\n****ninnsyou****\n\n") ;
read(rs2, ninnsyoudata, BUFSIZE); /*receive ninnsyou you datax/

printf("receive data\n");
for (i = 0; i < 8; i++)
uID[i] = ninnsyoudatal[il;

strcpy (uID2, ulID);

for (i = 0; i < 8; i++)

konnkai[i] = ninnsyoudatal[i+8];

for (i = 0; i < 8; i++)

jikailil = ninnsyoudata[i+16];

printf("uID = %s\n", uID);

makekey (uID) ;

exor (jikai, E2xuc);
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cipher(jikai);
exor (konnkai, jikai);
exor (konnkai, E2xuc);

cipher (konnkai) ;

if (strcmp(E2xuc, konnkai) == 0){
kekka[0] = 1;
write(rs2, kekka, 1); /*send kekka to user*/

write(rsl, kekka, 1);
printf("send OK\n");
strcpy (E2xuc, jikai);

printf ("\n****comunication****\n\n") ;

/*n = read(rsl, buf, BUFSIZE);

printf("(2) recieve \"%s\" from user\n", buf);

n = read(0, buf, BUFSIZE);
write(s2, buf, n);

printf("(3) send to provider \"%s\"\n", buf);

n = read(s2, buf, BUFSIZE);

printf("(6) recieve \"%s\" from provider\n", buf);

n = read(0, buf, BUFSIZE);
write(rsl, buf, n);

printf("(7) send to user \"%s\"\n", buf);

*/
s
else{
kekka[0] = 0;
write(rs2, kekka, 1); /*send kekka to userk/

write(rsl, kekka, 1);
printf("send NG\n");

/*/*/x/*/*/x O0000Vendor 000000000 (provider.h)*/x/x/*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define BUFSIZE 1000

#define DATALEN 9

#define DEFAULT_PORT_center_user 8000
#define DEFAULT_PORT provider_center 8001
#define DEFAULT_PORT provider_user 8002
#define DEFAULT_PORT 5320

#define MEMBER 30

typedef struct userdata
{
char uID[BUFSIZE];
char E2x[BUFSIZE];
int zannkinn;

Yudata;

struct sockaddr_in settei(int port, unsigned long address);
int serverstart(int port);

int clientstart(int port, unsigned long address);

int makekey(unsigned char #*key);

int cipher(unsigned char #*block);

int sbox(unsigned char data);

void int_to_char(int rn, char *a);

void exor(unsigned char *datal, unsigned char *data2);
void makeElx(unsigned char *ulID, unsigned char *S,
unsigned char *NO);

void loadfile(udata *ap, int *m, char *fn);

void savefile(udata *ap, int *m, char *fn);

int searchmember(char n[20], udata *ap, int m);

void registration_p(void);

void comunication_p(void);

void start_p(void);

extern int s1, rs2, n;

extern char buf [BUFSIZE];

extern struct sockaddr_in center, user;

extern int port_p_c, port_p_u, pnl, pn2;

extern char ip1[20], ip2[20];

extern unsigned long myaddress, address;

extern int argc2, i;

extern char xargv2[5];

extern unsigned char pID[DATALEN], pID2[BUFSIZE];
extern unsigned char S[DATALEN], S2[DATALEN];
extern unsigned char Nipc[5], NOpc[5];

extern unsigned char E10pc[DATALEN], E20pc[DATALEN];
extern unsigned char E1l1pc[DATALEN], E21pc[DATALEN];

extern int rn, content_no;

/*/*/x/x/* 0000 Vendor 0 main 00000 (provider.c)*/*/*/x/x/

#include "provider.h"

int s1, rs2, n;

char buf [BUFSIZE];

struct sockaddr_in center, user;

int port_p_c, port_p_u, pnl, pn2;

char ip1[20], ip2[20];

unsigned long myaddress, address;

int argc2, i;

char *argv2[5];

unsigned char pID[DATALEN], pID2[BUFSIZE];
unsigned char S[DATALEN], S2[DATALEN];
unsigned char Nipc[5], NOpcl[5];

unsigned char E10pc[DATALEN], E20pc[DATALEN];
unsigned char E11pc[DATALEN], E21pc[DATALEN];

int rn, content_no;

int main(int argc, char *argv[])

{
argc2 = argc;
for (i = 0; i < argc2; i++)

argv2[i] = argv[il;

start_p();
registration_p();
comunication_p();
close(sl); /*socket closex/
close(rs2); /*connection no setudannx/
exit(0);

s

/*/x/x/x/*/x/* 00 00Vendor OO 00O (start_p.c)*/*/*/*x/x/x/x/x/

#include "provider.h"
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void start_p(void)
{
/*hikisuu no kennsa*/
if (arge2 !'= 2) {
fprintf(stderr, "Usage: %s center_hostname \n", argv2[0]);

exit(1);

/* port banngou no settei */

port_p_c = DEFAULT_PORT_provider_center;

/* center IP addres no settei */
if ((address = inet_addr(argv2[1])) == INADDR_NONE) {

struct hostent x*he;

if ((he = gethostbyname(argv2[1])) == NULL) {
herror ("gethostbyname") ;
exit(1);
¥
memcpy ((char *) &address, (char *)he->h_addr, he->h_length);

center = settei(port_p_c, address);

sl = clientstart(port_p_c, address) ;

strcpy(ipl, inet_ntoa(center.sin_addr));

pnl = (int)ntohs(center.sin_port);

printf (" \n");

printf("Center IP Address = %s Port Number = %d\n", ipl, pnl);

printf (" \n");

/* port banngou no settei */

port_p_u = DEFAULT_PORT_provider_user;
myaddress = inet_addr("172.21.32.92");
user = settei(port_p_u, myaddress);

rs2 = serverstart(port_p_u);

strcpy(ip2, inet_ntoa(user.sin_addr));

pn2 = (int)ntohs(user.sin_port);

printf (" \n");

printf("User IP Address = %s Port Number = %d\n", ip2, pn2);

printf (" \n");

/*/x/x/x/x/* 0000 Vendor 0000 (registration_p.c)*/x/x/x/x/x/

#include "provider.h"

void registration_p(void)

{

printf ("\n****Provider Registration.****\n\n");

printf("Input your Provider ID !\n");
scanf ("%s", pID);

strcpy (pID2, pID);

printf("Input your Passward !\n");

scanf ("%s", S);

rn = rand();

/*fp = fopen(FILENAME, "w");
fprintf (fp, "%d", rn);

fclose(fp);*/

int_to_char(rn, NOpc);

for (i = 0; i < strlen(NOpc); i++)
printf ("NOpc[%d] = %d\n", i, NOpc[il);

makeE1x(pID, S, NOpc); /*make E10%/

strcpy (E10pc, S);

cipher(8);
/*make E20%/

strcpy (E20pc, S);
printf("\n");
strcat(pID2, E20pc);

write(s1l, pID2, strlen(pID2)); /*send touroku you datax/

printf("send data\n");

/*/%/x/*/*/*/* 0000Vendor 0000 (comunication_p.c)*/*/x/*/*/

#include "provider.h"

void comunication_p(void)

{
int i;
char content [BUFSIZE];
comunication
printf ("\n****comunication****\n\n") ;
n = read(rs2, buf, BUFSIZE);
printf("recieve content No. from user\n");
printf("content No. = %s\n", buf);
content_no = atoi(buf);
n = read(sl, buf, BUFSIZE);
for (i = 0; i < strlen(buf); i++)
printf("kekka[%d] = %d\n", i, buf[il);
if (buf[0] = 1){
switch(content_no)
{
case 1:(content, "\n\n\nA\nB\nC\nD\n");
break;
case 2:
strcpy(content, "\n\n\n\nLove\nLove\nLove\n\n");
break;
case 3:
strcpy(content, "\n\n\n\nYuzu ou!\n\n");
break;
case 4:

strcpy(content, "\n\n\n\nahhaaaaann\n");
break;
s

write(rs2, content, BUFSIZE); /+*send centent to userx/
s

}Ywhile(1);

/*n = read(rsi, buf, BUFSIZE)

printf("(4) recieve \"%s\" from center\n", buf);

n = read(0, buf, BUFSIZE);
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write(rsl, buf, n);

printf("(5) send to center\"%s\"\n", buf);

n = read(rs2, buf, BUFSIZE);

printf("(10) recieve \"%s\" from center\n", buf);

n = read(0, buf, BUFSIZE);

write(rs2, buf, n);

printf("(11) send to center\"%
*/

\"\n", buf);

/*/*/*/*/* 0000 Customer 000000000 (user.h)x/*/*/x/x/*/

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <netdb.h>

#define BUFSIZE 1000

#define DATALEN 9

#define DEFAULT_PORT_center_user 8000
#define DEFAULT_PORT provider_center 8001
#define DEFAULT_PORT provider_user 8002
#define DEFAULT_PORT 5320

#define MEMBER 30

typedef struct userdata
{
char uID[BUFSIZE];
char E2x[BUFSIZE];
int zannkinn;

Yudata;

struct sockaddr_in settei(int port, unsigned long address);
int serverstart(int port);

int clientstart(int port, unsigned long address);

int makekey(unsigned char #*key);

int cipher(unsigned char #*block);

int sbox(unsigned char data)

void int_to_char(int rn, char *a);

void exor(unsigned char *datal, unsigned char *data2);
void makeElx(unsigned char #uID, unsigned char *S,
unsigned char *NO);

void loadfile(udata *ap, int *m, char *fn);

void savefile(udata *ap, int *m, char *fn);

int searchmember(char n[20], udata *ap, int m);

void registration_u(void);

void comunication_u(void);

void start_u(void);

extern int s1, s2, n;

extern char buf [BUFSIZE];

extern struct sockaddr_in center, provider;
extern int port_c_u, port_p_u, pnl, pn2;
extern char ip1[20], ip2[20];

extern unsigned long addressl, address2;
extern int argc2;

extern char *argv2[5];

extern unsigned char uID[DATALEN], uID2[BUFSIZE];
extern unsigned char S[DATALEN], S2[DATALEN];
extern unsigned char Niuc[5], NOuc[5];

extern unsigned char E10uc[DATALEN], E20uc[DATALEN];

extern unsigned char Elluc[DATALEN], E21uc[DATALEN],
E31uc [DATALEN] ;

extern unsigned char data[BUFSIZE];

extern unsigned char kekka[BUFSIZE];

extern int rn, member;

/*/%/x/x/*/*/* 0 000Customer [ main 00 (user.c)*/*/*/x/x/x/x/

#include "user.h"

int s1, s2, n;

char buf [BUFSIZE];

struct sockaddr_in center, provider;

int port_c_u, port_p_u, pnl, pn2;

char ip1[20], ip2[20];

unsigned long addressl, address2;

int argc2, i;

char *argv2[5];

unsigned char uID[DATALEN], uID2[BUFSIZE];
unsigned char S[DATALEN], S2[DATALEN];
unsigned char Niuc[5], NOucl[5];

unsigned char E10uc[DATALEN], E20uc[DATALEN];
unsigned char E1lluc[DATALEN], E21uc[DATALEN], E31uc[DATALEN];
unsigned char data[BUFSIZE];

unsigned char kekka[BUFSIZE];

int rn, member;

int main(int argc, char *argv[])

{
int menu, content_no;
argc2 = argc;
for (i = 0; i < argc2; i++)
argv2[i] = argv[il;
start_uQ);
do
{
printf ("\n#------ This is SAS_SYSTEM program.------ #\n\n") ;
printf("#1 : Registration.\n");
printf("#2 : Comunication.\n");
printf("#0 : Exit.\n");
scanf ("%d",&menu) ;
switch(menu)
{
case 1:
write(s1l, "1", BUFSIZE); /*send menu no to center.*/
registration_u();
break;
case 2:

printf ("****Conect to Providerk**x\n");

printf ("+***and Browsingx***\n\n") ;

printf ("****Which contents do you want to get?xkk\n");
printf("#1 : One day of Ryuya\n");

printf("#2 : Chikotto Love\n");

printf("#3 : Mr. Colonel Bandana\n");

printf("#4 : eroero\n");

scanf ("%d",&content_no) ;

switch(content_no)

{

case 1:
write(s2, "1", BUFSIZE);
printf("send content No. 1 to provider");
break;

case 2:

write(s2, "2", BUFSIZE);
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printf("send content No. 2 to provider");
break;
case 3:
write(s2, "3", BUFSIZE);
printf("send content No. 3 to provider");
break;
case 4:
write(s2, "4", BUFSIZE);
printf("send content No. 4 to provider");
break;
case 0:
write(sl, "O", BUFSIZE);
break;
default:
printf("You inputed illegal menu number!\nAHO~!!\n");
break;
s
write(sl, "2", BUFSIZE); /+*send menu no to center.*/
comunication_u();
break;
case 0:
write(sl, "O", BUFSIZE); /*send menu no to center.*/
break;
default:

write(sl, "9", BUFSIZE); /*send menu no to center.*/
printf("You inputed illegal menu number!\nAHO"!!\n");

break;

s
s
while(menu != 0);
close(sl); /* socket close */
close(s2); /* socket close */
exit(0);
s

/*x/*/x/*/x/*/+* O0000Customer O OO0 (start_u.c)x/*/*/x/x/*x/*/

#include "user.h"

void start_u(void)
{
/*hikisuu no kennsa*/
if (arge2 !'= 3) {
fprintf(stderr, "Usage: %s sever_hostname
provider_hostname \n",
argv2[0]);
exit(1);

/* port banngou no settei */

port_c_u = DEFAULT_PORT_center_user;

/* center IP addres no settei */

if ((addressl = inet_addr(argv2[1]))

INADDR_NONE) {

struct hostent x*he;

if ((he = gethostbyname(argv2[1])) NULL) {
herror("gethostbyname") ;
exit(1);

}

memcpy ((char *) &addressl, (char *)he->h_addr, he->h_length);

center = settei(port_c_u, addressl);

s1 = clientstart(port_c_u, addressl);

strcpy(ipl, inet_ntoa(center.sin_addr));

pnl = (int)ntohs(center.sin_port);

printf (" \n");
printf("Center IP Address = %s Port Number = %d\n", ipi, pnl);

printf (" \n");

/* port banngou no settei */

port_p_u = DEFAULT_PORT_provider_user;

/* provider IP addres no settei */

if ((address2 = inet_addr(argv2[2]))

INADDR_NONE) {

struct hostent x*he;

if ((he = gethostbyname(argv2[2])) NULL) {
herror ("gethostbyname") ;
exit(1);

¥

memcpy ((char *) &address2, (char *)he->h_addr, he->h_length);

provider = settei(port_p_u, address2);

s2 = clientstart(port_p_u, address?2);

strcpy(ip2, inet_ntoa(provider.sin_addr));

pn2 = (int)ntohs(provider.sin_port);

printf (" \n");
printf("Provider IP Address = Y%s Port Number =

%d\n", ip2, pn2);
printf (" \n");

/*/x/x/x/* 0000 Customer 0000 (registration_u.c)/*/x/x/*/*/

#include "user.h"

void registration_u(void)
{

int i;

printf ("\n****User Registration****\n\n");
printf("Input your User ID !\n");

scanf ("%s", uID);

strcpy (uID2, ulID);

printf("Input your Passward !\n");

scanf ("%s", 8);

rn = rand();

/*fp = fopen(FILENAME, "w");
fprintf (fp, "%4d", rn);
fclose(fp);*/

int_to_char(rn, NOuc);

for (i = 0; i < strlen(NOuc); i++)

printf ("NOuc[%d] = %d\n", i, NOuc[il);

makeE1x (uID, S, NOuc); /*make E10%/

strcpy (E10uc, S);

cipher(8);
/*make E20%/

strcpy (E20uc, S);
printf("\n");
strcat (uID2, E20uc);

write(sl, uID2, strlen(uID2)); /*send touroku you datax/
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printf("send data\n");

/*/*/x/*/* 0000 Customer 0000 (comunication_u.c)*/*/%/*/x/
#include "user.h"
void comunication_u(void)

{

int i;

/ ninnsyou /
printf ("\n****ninnsyous***\n\n") ;
printf("Input your User ID !\n");

uID);

strcpy (uID2, ulID);

scanf ("%s",

printf("Input your Passward !\n");
scanf ("%s", S);

strepy(S2, S);

/*fp = fopen(FILENAME, "r");
fscanf (fp, "%d", &rn);
fclose(fp);*/

int_to_char(rn, NOuc);

printf("rn = %d\n", rn);

for (i = 0; i < strlen(NOuc); i++)

printf ("NOuc[%d] = %d\n", i, NOuc[il);
makeE1x (uID, S, NOuc); /*make E10%/
strcpy (E10uc, S);
cipher(8); /*make E20%/
strcpy (E20uc, S);

rn = rand();
int_to_char(rn, Niuc);

printf("rn = %d\n", rn);

for (i = 0; i < strlen(Niuc); i++)

printf ("Niuc[%d] = %d\n", i, Niuc[il);

exor (82, Niluc);

cipher(S2); /*make E11%/
strcpy(Elluc, S2);
cipher(S2); /*make E21%/
strcpy (E21uc, S2);
cipher(S2); /*make E31%/

strcpy (E31uc, S2);
exor (E10uc, E20uc);
exor (E10uc, E31luc);
exor (E21uc, E20uc);
strcat (uID2, E10uc);
strcat (uID2, E21luc);

/*konnkai no ninnsyou data*/

/*jikai no ninnsyou datax/

write(s1l, uID2, strlen(uID2));
printf("send data\n");

read(sl, kekka, BUFSIZE);
for (i = 0; i < strlen(kekka); i++)
printf ("kekka[%d] = %d\n", i, kekka[il)

/*receive kekkax/

printf("recieve ¥%s\n", kekka);

%d\n", strlen(kekka));

for (i = 0; i < strlen(kekka); i++)
printf("kekka[%d] = %d\n", i, kekkalil);

printf("strlen(kekka) =

/*send ninnsyou you datak/

if (kekka[0] == 1){
/*fp = fopen(FILENAME, "w");
fprintf (fp, "%d", rn);
fclose(fp);*/

printf("rn was over writed!\n");

printf ("\n****comunication***x\n\n") ;

read(s2, kekka, BUFSIZE);
printf("content = %s\n", kekka);

/*receive content from provider*/

/*n = read(0, buf, BUFSIZE);
write(sl, buf, n);
printf("(1) send to center \"%s\"\n", buf);
n = read(sl, buf, n);

printf("(8) recieve \"%s\" from center\n", buf);
n = read(0, buf, BUFSIZE);

write(s2, buf, n);

printf("(9) send to provider \"%s\"\n", buf);
n = read(s2, buf, BUFSIZE);

recieve \"Y%s\" from center\n", buf);

printf (" (12)
*/
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