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Abstract

Protocols of Contents Communication on Mobile

Contents delivery services, which enable contents providers to securely deliver digital
contents via the internet, are presented on Mobile. Funds in the user’s account can be
plenished from purchasing the prepaid card,and SAS-K is applied to the user authen-
tication. I presented two protocols, which stipulates data flow from contents riquest
to contents provide, considering dependable contents offer and the burden of borker.
One can communicate very dependable contents offer, and other can present stability

comunication on large-scale.

key words Mobile Communication, Micropayment, Digital Contents, SAS-K
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OO0 A

FEAL-8 OOOOO

unsigned char KS[32];

makekey (key)

unsigned char x*key;

unsigned char t[4],b[4],d[4];

register i,j;

for (i =0 ; i< 4 ; i++ )

d[i] = 0;

for (i =0; i<8; i++ ) {

for ( j =0 ; j<4; j++ ){

t[j]1 = key[j+4];
b[j] = key[j+4] -~ d[j];
dlj] = keyl[jl;
}
key[5] = key[1] ~ key[0];
key[6] = key[2] ~ key[3];

,31,



key[5] = sbox(key[5] + (key[6] ~ b[0]) + 1);

key[6] = sbox(key[6] + (key[5] ~ b[11));
key[4] = sbox(key[0] + (key[5] ~ b[2]));
key[7] = sbox(key[3] + (key[6] ~ b[3]) + 1);

for ( j =0 ; j<4; j++)
key[j] = t[j];
for ( j =0 ; j<4; j++)

KS[4*i+j] = key[j+4]1;

cipher(block)

unsigned char *block;

unsigned char t[4];

register i,j;

int k;

for (i =0; i< 8 ; i++ )

block[i] = block[i] ~ KS[k++];

for (i =0; i< 4 ; i++ )

block[i+4] = block[i+4] ~ block[i];
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for (i =0; 1i<8; it+ ) {
for ( j =0 ; j<4; j++)

t[j] = block[j+4];

block[5] = block[5] ~ block[4] ~ KS[k];
block[6] = block[6] ~ block[7] ~ KS[k+1];
block[5] = sbox(block[5] + block[6] + 1);
block[6] = sbox(block[6] + block[5]);
block[4] = sbox(block[4] + block[5]);
block[7] = sbox(block[7] + block[6] + 1);

for ( j =0 ; j<4; j++)
block[j+4] = block[j+4] ~ block[j];
for ( j =0 ; j<4; j++)
block[jl = t[j];

k += 2;

for (i =0 ; i <4 ; i++ )
t[i] = block[i+4];
for (i =0 ; i <4 ; i++ )
block[i+4] = block[i] ~ block[i+4];
for (i =0 ; i <4 ; i++ )

block[i] = t[il;
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for (i =0; i< 8 ; i++ )

block[i] = block[i] ~ KS[k++ 1;

X
decipher(block)

unsigned char *block;
{

unsigned char t[4];
register 1i,j;

int k;

for (i =0; i< 8 ; i++ )

block[i] = block[i] ~ KS[k++];

for (i =0 ; i< 4 ; i++ )

block[i+4] = block[i+4]

~ block[i];
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for (i =0; 1i<8; it+ ) {
for ( j =0 ; j<4; j++)

t[j] = block[j+4];

block[5] = block[5] ~ block[4] ~ KS[k];
block[6] = block[6] ~ block[7] ~ KS[k+1];
block[5] = sbox(block[5] + block[6] + 1);
block[6] = sbox(block[6] + block[5]);
block[4] = sbox(block[4] + block[5]);
block[7] = sbox(block[7] + block[6] + 1);

for ( j=0; j<4; j+t)
block[j+4] = block[j+4] ~ block[j];
for ( j=0; j<4; j+tt)

block[jl = t[j];

for (i =0 ; i <4 ; i++ )
t[i] = block[i+4];
for (i =0 ; i <4 ; i++ )
block[i+4] = block[i] ~ block[i+4];
for (i =0 ; i <4 ; i++ )

block[i] = t[i];

,35,



for (i =0; i< 8 ; i++ )

block[i] = block[i] ~ KS[k++ 1;

sbox (data)

unsigned char data;

return ( data << 2 | data >> 6 );
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