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4.1.2 VHDL mod

4.1 VHDL
4.3

42 )

library ieee;
use ieee.std_logic_1164.all;
use ieee.std_logic ARITH.all;

use ieee.std_logic_unsigned.all;

entity MODULDO is
port( D :in std logic vector(13 downto 0);
S:in std_logic_vector(6 downto 0);
R : out std_logic_vector(6 downto 0)
)i
end MODULDO;

architecture stimulus of MODULDO is

begin
process (D, S)

begin
TMP_D :=2z2V_MD & D;
TMP_S:='0'& S;

for I in D'range loop;

variable TMP_D : std_logic_vector(D'length+S'length-1 downto 0)
variable TMP_S : std_logic_vector(S'length downto 0);
constant ZV_MD : std_logic_vector(S'range) := (others =>'0");

4.2 mod
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if (TMP_D(S'length+1 downto 1) >= TMP_S) then
TMP_D(S'length+1 downto 1) := TMP_D(S'length+I downto I) - TMP_S;
else
null;
end if;
end loop;
R <= TMP_D(S'range);
end process;

end stimulus;

4.2 mod VHDL2/2

VHDL

D R (mod S) @ 1

D,S @ 1)

library IEEE;
use IEEE.std_logic_1164.all;
use ieee.std_logic_ARITH.all;

use ieee.std_logic_unsigned.all;

entity testbench is
end testbench;

architecture stimulus of testbench is

4.3 mod 1/3
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component MODULO is
port(
D:in std_logic_vector(13 downto 0);
S:in std_logic_vector(6 downto 0);
R : out std_logic_vector(6 downto 0)
)i

end component;

signal in_D :std_logic_vector(13 downto 0);
signal in_S :std_logic_vector(6 downto 0);

signal out_R : std_logic_vector(6 downto 0);

begin
uut : MODULO port map(
D=>in_D,
S=>in_S,
R=>o0ut R
);

stimulusl:process
begin
in_D <="00000000000000" ; wait for 30 ns;
in_D <="10010000000111"; wait for 30 ns;
in_D <="01010101010101"; wait for 30 ns;
in_D <="10101010101010"; wait for 30 ns;
in_D <="11111100000000";  wait for 30 ns;
in_D <="00000011111111"; wait for 30 ns;
in_D <="00110011001100"; wait for 30 ns;
in_D <="11001100110011"; wait for 30 ns;
in D<="11111111111111"; wait for 30 ns;

end process stimulusl;

4.3 mod 2/3
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nd stimulus;
4.3 3/3
4.1.3
4.2 VHDL 4.3
4.4
S 16 OF D 16
2407 , 1555, 2 AAA, 3F 00, 00 FF
R 0D,01,02, 03,00 @4 1)
S 16 70 D 16 0CCC , 3333, 3FFF
R 1C, 03, 1F

(4 1)
4.2 RSA
4.2.1 mod

RSA

32




mod 4.5
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
I ( ) |
} S_ADD(14) I
S_MC 13% |
| - S_SEL(14) |
MC— T |
' | |
' |
| g |
P_SIFTER_MC P_ADDER P_RESULT_MUL |
P_SELCTOR_MUL
| S_MUL(14) I
| L d |
| T T T T T T T T T T
| | S_DONE(1)
| > >DONE
S_MR(14 S_MOD(21
MR—> _MR(14) i _MOD(21)
| | S_RS(7)
|

—

S _DS1(7)

P REG_RS

—
e 4'—»{3
P_SIFTER_MR | P_REG_DD
|
|

> S_SUB(21)

S _DS2(21) —
>

P_SUBTRUCTOR

DS —¥

P_REG_DS

N

P_SIFTER_DS

45 mod

33




4.5

P_SIFTER_MC... MC
P_SIFTER_MR... MR
P_SIFTER_DS... S_ DS
P_REG _DS... DS
P_REG_DD... S _MUL,S_SUB
P REG_RS... S _MOD
P_RESULT_MUL... S _SEL
P_SELCTOR_MUL... S MR S _ADD,S_MUL
P_SUBTRUCTOR... S _MOD,S_DS2
P_ADDER... S _MC,S_MUL
4.5 4.6

Q START=0

14 START=1

OP_MOD

14

4.6 mod

34



4.2.2 VHDL mod

45 4.6 VHDL
VHDL 4.7 4.8
library IEEE;
use IEEE.std_logic_1164.all;
use IEEE.std_logic_unsigned.all;
use ieee.numeric_std.all;
entity MUL_MOD is
port (
CLK, RESET, START :in std_logic;
MC »in  std_logic_vector(6 downto 0);
MR »in  std_logic_vector(6 downto 0);
DS »in  std_logic_vector(6 downto 0);
DONE : out std_logic;
RS - out std_logic_vector(6 downto 0)
);
end MUL_MOD;
architecture stimulus of MUL_MOD is
type STATE is (INIT, OP_MUL, OP_MOD);
signal CRST, NTST : STATE;
signal SET_MUL, SET_MOD : std_logic;
signal MM_DONE, S_DONE . std_logic;
signal S_MC : std_logic_vector(12 downto 0);
signal S_MR : std_logic_vector(6 downto 0);
signal S_DS1, S RS : std_logic_vector(6 downto 0);
signal S_DS2,S MOD, S SUB  :std_logic_vector(20 downto 0);
signal S_ADD, S_SEL,S MUL :std_logic_vector(13 downto 0);

4.7 mod
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signal C_MUL : integer range 0 to §;

signal C_MOD . integer range 0O to 15;

constant ZVv_MC : std_logic_vector(5 downto 0) :=(others =>'0");

constant ZV_DD : std_logic_vector(6 downto 0) :=(others =>'0");

constant ZV_DS : std_logic_vector(12 downto 0) :=(others =>'0");
begin

P_CONTROL_REG: process (CLK, RESET)
begin
if (RESET ="1") then
CRST <= INIT;
elsif (CLK'event and CLK ="1") then
CRST <= NTST;
end if;

end process;

P_CONTROL_STF: process (CRST, C_MUL, C_MOD, START)
begin
case CRST is
when INIT =>MM_DONE <=0
SET_MOD <="'0};
if (START ='1") then
SET_MUL <="1";
NTST <= OP_MUL;

else
SET_MUL <='0"
NTST <= INIT;
end if;

when OP_MUL => SET_MUL <=0
if (C_MUL =7) then
SET_MOD <="1",
NTST <= OP_MOD;

4.7 mod VHDL2/7
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else
NTST <= OP_MUL;
end if;
when OP_MOD => SET_MOD <="'0";
if (C_MOD = 14) then
MM_DONE <="'1";
NTST <= INIT;
else
NTST <= OP_MOD;
end if;
end case;

end process;

P_CONTROL_CNT: process (CLK)
begin
if (CLK'event and CLK ="'1") then
if (CRST = INIT) then
C MUL <=0;
C _MOD <=0;
elsif (CRST = OP_MUL) then
C MUL <=C_MUL +1;
C_MOD <=0;
elsif (CRST = OP_MOD) then
C _MUL <=0;
C MOD <=C_MOD + 1,
end if;
end if;

end process;

P_SIFTER_MC: process (CLK, RESET)
begin
if (RESET ='1") then
S_MC <= (others =>'0";

4.7 mod

37

VHDL3/7




elsif (CLK'event and CLK ="1") then
if (SET_MUL ='1") then
S MC <=2ZV_MC & MC;
else
S_MC <=S_MC(11 downto 0) & '0%;
end if;
end if;

end process;

P_SIFTER_MR: process (CLK, RESET)
begin
if (RESET ="1") then
S_MR <= (others =>'0");
elsif (CLK'event and CLK ="1") then
if (SET_MUL ='1") then
S MR <= MR;
else
S_MR <='0'& S_MR(6 downto 1);
end if;
end if;

end process;

P_REG_DS: process (CLK, RESET)
begin
if (RESET ="1") then
S_DS1 <= (others =>'0");
elsif (CLK'event and CLK ='1") then
if (SET_MUL ='1") then
S DS1<=DS;
else
S _DS1 <=S_DS1;
end if;

end if;

4.7 mod
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end process;

P_ADDER: S_ADD <=S_MUL + (0' & S_MC);

P_SELECTOR_MUL: process (S_MR, S_ADD, S_MUL)
begin
if (S_MR(0) ='1") then
S SEL <=S_ADD;
else
S SEL <=S MUL;
end if;

end process;

P_RESULT_MUL.: process (CLK, RESET)
begin
if (RESET ='1") then
S_MUL <= (others =>'0");
elsif (CLK'event and CLK ="1") then
if SET_MUL ='1") then
S_MUL <= (others =>'0");
else
S MUL<=S SEL;
end if;
end if;

end process;

P_REG_DD: process (CLK, RESET)
begin
if (RESET ="'1") then
S_MOD <= (others =>"'0";
elsif (CLK'event and CLK ="'1") then
if (SET_MOD ='1') then;
S_ MOD <=7V DD & S MUL;

4.7 mod VHDLS5/7
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else
S MOD <=S SUB;
end if;
end if;

end process;

P_SIFTER_DS: process (CLK, RESET)
begin
if (RESET ='1") then
S_DS2 <= (others =>'0");
elsif (CLK'event and CLK ="1") then
if (SET_MOD ='1") then
S DS2<='0'& S _DS1 & ZV_DS;
else
S_DS2 <="0'& S_DS2(20 downto 1);
end if;
end if;

end process;

P_SUBTRUCTOR: process (S_DS2, S_MOD)
begin
if (S_MOD >=S_DS2) then
S SUB <=S_MOD - S_DS2;
else
S _SUB <=S_MOD;
end if;

end process;

P_REG_RS: process (CLK, RESET)
begin
if (RESET ='1") then
S DONE <="'0}
S_RS <= (others =>"'0";

4.7 mod
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‘event and CLK ="1") then

ONE <="1"
S_RS <=S_MOD(6 downto 0);
SET_MUL ='1") then

S_DONE <=0,
else
_DONE;
NE;
VHD
VHDL
= RS (mod DS ) @ 2)
MC, MR, DS 4 2

RS
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library IEEE;
use IEEE.std_logic_1164.all;
use IEEE.std_logic_unsigned.all;

use ieee.numeric_std.all;

entity testbench is

end testbench;

architecture stimulus of testbench is

component MUL_MOD

port(
CLK, RESET, START :in std_logic;
MC »in  std_logic_vector(6 downto 0);
MR »in  std_logic_vector(6 downto 0);
DS :in  std_logic_vector(6 downto 0);
DONE : out std_logic;
RS . out std_logic_vector(6 downto 0)
)i

end component;

constant PERIOD: time := 10 ns;

signal CLK : std_logic;

signal RESET : std_logic;
signal START . std_logic;

signal in_MC : std_logic_vector(6 downto 0);
signal in_MR : std_logic_vector(6 downto 0);
signal in_DS : std_logic_vector(6 downto 0);

signal out_DONE : std_logic;
signal out_RS : std_logic_vector(6 downto 0);

begin
uut : MUL_MOD port map(

4.8 mod 1/3
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CLK => CLK,

RESET => RESET,
START => START,
MC => in_MC,

MR => in_MR,

DS =>in_DS,

DONE => out_DONE,
RS =>out_RS

)i

stimulusl:process
variable clktmp: std_ulogic :='0";
begin
loop wait for PERIOD/2;
clktmp := not clktmp;
CLK <= clktmp;
end loop;
wait;

end process stimulusl;

stimulus2:process
begin
RESET <='1"; wait for 10 ns;
RESET <='0"; wait;

end process stimulus2;

stimulus3:process
begin
START <="0"; wait for 40 ns;
START <="'1"; wait for 20 ns;
START <="0'; wait;
end process stimulus3;

4.8 mod 2/3
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stimulus4:process
begin
in_MC <="1101011" ; wait;

end process stimulus4;

stimulus5:process
begin
in_MR <="1100000" ; wait;

end process stimulusb;

stimulus6:process
begin
in_DS <="1000111" ; wait;

end process stimuluse6;

end stimulus;

4.8 mod
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4.2.2 mod RSA RSA
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425 VHDL RSA
4,10 4.11 VHDL
VHDL 4.12 4.13
library IEEE;

use IEEE.std_logic_1164.all;
use IEEE.std_logic_unsigned.all;

use ieee.numeric_std.all;

entity RSAis
port(

CLK,RESET,START :in std_logic;
P :in  std_logic_vector(6 downto 0);
M :in  std_logic_vector(6 downto 0);
E »in std_logic_vector(6 downto 0);
C . out std_logic_vector(6 downto 0);
F DONE :out std_logic
)i

end RSA,;

-- PME =C (mod M)

architecture stimulus of RSA is

component MUL_MOD
port(

412 RSA VHDL1/7
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CLK, RESET, START :in std_logic;

MC »in  std_logic_vector(6 downto 0);
MR »in  std_logic_vector(6 downto 0);
DS :in  std_logic_vector(6 downto 0);
DONE : out std_logic;

RS : out std_logic_vector(6 downto 0)

);

end component;

type STATE_2is (INIT_2, OP_SEL, OP_SE, OP_S);

signal CRST_2, NTST_2: STATE_2;

signal SET_SEL, SET_SE, SET_S : std_logic;

signal P_DONE, MMM_DONE : std_logic;

signal S P, S M,S E, S EXP, S_C : std_logic_vector(6 downto 0);

signal C_SEL . integer range O to 9;
signal C_SE . integer range 0 to 25;
signal C_S . integer range O to 25;

signal START_SOR, START_EXP : std_logic;
signal DONE_SOR, DONE_EXP :std_logic;
signal RS_SOR : std_logic_vector(6 downto 0);
signal RS_EXP : std_logic_vector(6 downto 0);
signal RESET_SOR, RESET_EXP : std_logic;

begin

COMP_SOR : MUL_MOD port map (CLK, RESET_SOR, START_SOR, S_P, S_P,
S_M, DONE_SOR, RS_SOR);

COMP_EXP : MUL_MOD port map (CLK, RESET_EXP, START EXP, S_P,
S_EXP, S_M, DONE_EXP, RS_EXP);

RESET_SOR <= RESET;
RESET_EXP <= RESET;

412 RSA VHDL2/7
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-- controller

P_CONTROL_REG_2:process(CLK, RESET)
begin
if (RESET ='1") then
CRST 2 <=INIT_2;
elsif (CLK'event and CLK ='1") then
CRST_2 <= NTST_2;
end if;

end process;

P_COUNT_2:process(CLK)
begin
if (CLK'event and CLK ="'1") then

if (CRST_2 = INIT_2) then
C SEL <=0;
C SE <=0
CS <=0

elsif (CRST_2 = OP_SEL) then
C SEL<=C_SEL +1;
C SE <=0
CS <=0

elsif (CRST_2 = OP_SE) then
C_SEL <= C_SEL;
C SE <=C SE+1;
CS <=0

elsif (CRST_2 = OP_S) then
C_SEL <= C_SEL;

C SE <=0;
CS <=C.S+1;
end if;
end if;
end process;
4,12 RSA VHDL3/7
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P_CONTROL_STF_2:process(CRST_2, C_SEL, C_SE, C_S, START, S_E(0), S_E)
begin
case CRST 2is
when INIT_2 => MMM_DONE <="'0’;
SET_SEL <='0%
SET_SE <=0}
SET S<='07
if (START ='1") then
SET_SEL <="'1%;
NTST_2 <= OP_SEL;
else
NTST 2 <=INIT_2;
end if;
when OP_SEL => SET_SEL <='0";
if (C_SEL =8 or S_E ="0000000") then
MMM_DONE <="1",
NTST 2 <= INIT_2;
else
MMM_DONE <="0",
SET S<="17
NTST 2 <=O0P_S;
end if;
when OP_S =>SET S<='0}
START_SOR <="1}
if (C_S =24) then
START_SOR <='0";
if (S_E(0) ='1") then
SET_SE <=1
NTST_2 <= OP_SE;
else
SET_SEL <="'1}
NTST 2 <= OP_SEL;

end if;

412 RSA VHDLA4/7
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else
NTST 2<=0P_S;

end if;

when OP_SE =>SET_SE <='0";

START_EXP <="'1";

if (C_SE = 24) then
START_EXP <="0";
SET_SEL <='1%
NTST 2 <= OP_SEL;

else
NTST_2 <= OP_SE;

end if;

end case;
end process;

P_REG_P:process(RESET, START, DONE_SOR)
begin
if (RESET ='1") then
S_P <= (others =>'0");
elsif (START ='1") then
S P<=P;
elsif (DONE_SOR ="'1") then
S_P <=RS_SOR;
else
S P<=S P;
end if;
end process;

P_REG_M:process(CLK, RESET, START)
begin
if (RESET ="1") then
S_M <= (others =>'0";
elsif (CLK'event and CLK ="1") then
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if (START ='1") then
S M<=M;
else
S M<=S M;
end if;
end if;

end process;

P_SIFTER_E:process(RESET, START, SET_SEL)
begin

if (RESET ='1") then
S_E <= (others =>"'0");

elsif (START ='1") then
S E<=E;

elsif (SET_SEL'event and SET_SEL ='0")then
S_E<='0'& S_E(6 downto 1);

else
S E<=S E;

end if;

end process;

P_REG_EXP:process(RESET, START, E(0), DONE_EXP)
begin

if (RESET ='1") then
S_EXP <= (others =>'0";

elsif (START ="1"and E(0) ='1") then
S EXP <=P;

elsif (START ='1'and E(0) ='0") then
S_EXP <="0000001";

elsif (DONE_EXP ='1") then
S EXP <= RS_EXP;

else
S EXP <= S _EXP;
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en

end p

P_RE SET)
be
T ="1") then
<= (others =>"'0";
elsif(CLK'event and CLK ='1") then

S C<=S EXP;

<="'0"
end pr

_DONE;

412 RSA VHDL7/7
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library ieee;
use ieee.std_logic_1164.ALL;
use ieee.std_logic_unsigned.all;

use ieee.numeric_std.ALL;

entity testbench is
end testbench;

architecture stimulus of testbench is

component RSA
port(
CLK - IN std_logic;
RESET :IN std_logic;
START :IN std_logic;

P - IN std_logic_vector(6 downto 0);

M - IN std_logic_vector(6 downto 0);
E : IN std_logic_vector(6 downto 0);

C : OUT std_logic_vector(6 downto 0);
F_DONE : OUT std_logic

)i

end component;

signal CLK : std_logic :="'07;

signal RESET : std_logic;

signal START : std_logic;

signal P : std_logic_vector(6 downto 0);
signal M : std_logic_vector(6 downto 0);
signal E : std_logic_vector(6 downto 0);
signal C : std_logic_vector(6 downto 0);

signal F_DONE :std_logic;
signal CYCLES :integer :=0;
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begin

stimulusl:process

begin

else wait;

end if;

begin

begin

stimulus2:process

stimulus3:process

uut : RSA port map(

CLK => CLK,
RESET => RESET,
START => START,

P =>P
M =>M,
E =>E,
cC =>C,

F DONE =>F _DONE
);

if (CYCLES < 2000) then
CYCLES <= CYCLES + 1;
wait for 10 ns;
CLK <= not CLK;

end process stimulusl;

RESET <="1"; wait for 10 ns;
RESET <="'0"; wait;

end process stimulus2;

START <="'0"; wait for 50 ns;
START <="'1"; wait for 20 ns;
START <="'0'; wait;

end process stimulus3;

413 RSA
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ulus4:process
end p
timu
be
end p
begin
1"; wait;
s stimuluse6;
4.13 RSA 3/3
4.2.6
4,12 VHDL 4.13
4.14
P,M,E 2 0110000 , 1001101 , 0100101
START 1 CLK 411
F_DONE 1
cC 2 0011011
4 3)
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