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Abstract

A synchronous problem in SAS protocol

Takashi KAMIOKA

As information communication technology advances, it has become of extreme im-
portance to authenticate the user and the other party communicated with, in Internet
and mobile communication. Our laboratory have proposed the SAS (Simple And Se-
cure) password authentication method for networks that are not sufficiently secure. This
features a low processing load on both the authenticated and authenticating sides, with
only a small, simple program required at both sides. In addition, it provides strong
protection against tapping on the communication path. There is a problem to which
authentication becomes impossible by a third person’s alteration in the synchronous
management system used in this practical use system.

In this paper, I will shown the problem in the existing synchronous management
system in an SAS protocol, and propose and evaluate the method of solving this problem,

without hardly needing additional cost.

key words SAS Authenticaton protocol, one-time passward, Synchronous manage-

ment, tapping, Denial of Service Attack
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User Host
[ k| Nk Ek1, EZ 1 3 22 Counter=m-1 )
n= ) ; E(m), Ex1D Ex EkDEk1 5
E2 X . Th_e Ia_lst key Ei.o
Counter=m It is exchanged to Rundom number This time key:EE-l
- (1)Authentication byE ., = NG
\ < Authentication Failure (2)Authentication byEE_Z - NG /
1 2
G: k+1|Nk, Ek1, Eka|E(m+1),EL ;D EE+1,E|2(+1®E§_1 Counter=m-1
E2 3 The last key :Ek-2
Counter=m-+1 Itis exchanged to k th DATA || This time key: EZ ;
(1)Authentication by Eﬁ_l = OK
(2)Counter Check = NG
Authentication Failure
\ -t
N

0 =ks2

1 2
Nk+2,Ek_1 Ek1
2
Eiio

Counter=m+2

E(m+2), EL (@DEp, Efo®Efs

|

Counter=m-1 )
The last key :Ek-2
This time key: EZ ;

(1)Authentication by E ﬁ_l-b OK

< Authentication Success (2)Counter Check - OK

(3)DATA Update P
] O ]
] OJ ]
[l O] ]

X| ...stored data
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