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Abstract

An Application of Secret Sharing Scheme
to UNIX File System

SAWANO Mitsuharu

SSS (Secret Sharing Scheme) is a method to data storages to have disaster prevent
property and secarity. There is a command named ssar implemented on UNIX. The
command has a problem that user must be conscious of SSS. The purpose of this research
shows a method for file storage that users are not conscious of SSS. I made proposal
of the application of SSS to UNIX File System. I created the encrypt/decrypt module

that necessary to implementation of SSS.

key words Secret Sharing Scheme, disaster prevention property, Security,

UNIX File System
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o0bo0ob00o0o0obOo0ob 10000 20000000DOO0O0ODODOO0DDOODODOODO
ooo0ob l10oboobooboobooooobooboobooooboboboooDobooboo
10000000000 bOO0bOO0oODOobOO0oOobOOobOoboboOoobO 4300000000
gboboboobool1ooboboobobobobobobUoboobDoobobobooobo
gbooboobooboobooboobooboobooboob 440b000DO
gobbbooobbbooooboobooobobbboooobboooooboo

1 byte

1|olo|olo|o|olo]o...0 |O...0 Iiz%f%%ﬁ

4 byte

043 0D0O0O0O0OOOODOOO (ODD)

1 byte

4 byte

044 0DO0O0OO0OOOODDOOO (OD)

— 23 —



1 5 [

000 /000000000000
L] [

000000000000000/000000000000000DoOoOOooOoOOoooOO
000000000o0000Uo0/o00000000Uoo00o0DUooOoooUoooo

goooogod

5.1 00O

000000000 /000000U0oOU0oOU0O0O0/o000bO0D0ooOoUOUOOO

gobobooodgoon

5.1.1 000000000000 /000000000000

000000000000 /00000000000000000O0000OoO0oOoOO
U000 test.txt D0 U0O0O0OO0DOtest.txt 0000000 OxO00UOxFFO O UOOM
UdddodddouoobibobD testont U0 ooooonoon
cop 0000000000000 00O0O0OODOtest.txt0000/00000000O0O 5.1
goobooon

0s51000000000000O000D00DLDODOODO0ODODO0ODLDO0DODOO 100
gobboboooooobooooboobbooobbobuoooobobobooouooboogn

oboboooboobobooobooboboboboboobOobo s20b0bO0OODbO
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5.1 OO0

ktenm E =Y

[322]% 1=

szfs¥ szfs.c test.t=t write* write.c
[323]% ,js=f=

[3za]% 1=

gefs* test, =t write*

s=fs,c testout write,c

[325]% cnp test.txt testout

test,tut testout differ: char 230, line 2

2]z i

051 O0O0ODO1

kterm =13

052 00O0O0O 2
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5.1 OO0

gobooobobooobobofrogbobo00oboooboboolecoobOg fabo00
1100000 o0oobobobooob 1obboob0boOobOo 201000 bOoUoobobo
00000010 fo0000 20 c0o0O00O0ODDODDO0ODDDOOODOOOODDOO 1d
OOobD0ooobbO10l1b00b00booogoboobbbODObOObObObOesOOOO
obo3dbl100boooboooboobbbooboobooboobbuoo 10O
gobobboooobbboooobbbooon

U000 DOob0bO0OobDO test.txt U0 f70fd0eS D000 OOODOOOO

test2.txt U UDO0OOOO0OOOO

5.1.2 0000000000 2000000000000004

obo0oo0obooobobO0o 200b00000b000DbDO0OODODODOObDObObOObDOn

0000000000000 (2,3)00SSS000000000O0OO0O

1. 00010000 2
2.00010000 3

3. 00020000 3

0300000000
gogbobbooooobobobbooooobboooboboboooobbbouoounnn emp
gooboooobobod

test2.txt DU00O0OD0 100000000000 test2outlDOOO0 2000000
O00 test2out20 0000 3000000000 test2out3 0 000O0O0OOODOODOO
oboobooboo s30bbobooobooobbbooboboboobooboobo

uooboooobbooaon
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5.2 OOODOO

ktenm HE=1E3
[366]% 1=

z=fg¥ test,txt testZoutl testZout3

z=f=.c test?, txt testZout?

[3BT]R cmp test?,txt testZoutl

[388]%

[368]% cmp testZ.txt testZout?

[3R9]%

[369]% cmp testZ,txt testZout3

EXOIES |

053 000O0O 3

5.2 UOOOO

000000000/0000000000000000000000O0DO0DO00O0OO0

goboooboooooobooaon

5.2.1 0O00O0O0OO0OODDoOOO1I0O0OUOUOOOOOODOOO

goooogoooooloobobooobobDoobOobooobobooobooDooboo
oobobooo3doboooooobboboo20000oooboobooboboboobooobog

gooboooon

1. 00000 0o0obobooooog

2.000 10000 200000000
3. 00010000 300000000
4. 000 20000 300000000

5. 000 1000000O0DOO0
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5.2 OOODOO

kterm E=1E3
[232]% ,/=s=f=

s=fe_decode?3d error!

2331z 1

0 5.4 ssfs_decode23_error

6. 000 20000000000

7.000 30000000000

. 0UbUoobOoboooboon

O80000Db0DbDbO0ObDOooDo

goboobooooboUooobooboobOobDOooboOoDOo 1ocoboooobOoboo

gobobobooooboboooobobooooboboooooboon

ssfs_decode23 error!

uogobboooobboooobobbooooooo

obo0oo0obO 200000 14000000 D0OO0ODODOODOODODOOD oo

10050800000 s4000000000D0O00O0OO
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(1 6 [

HRERE

6.1 OO0

gobooooobooboboooboboooboooboobooboboobbooboo
SSSO UNIXOUOOOOOO0OOooooooooooooooo/oooooooooooo
O0000SSSO00000000o0odDooooooooDooo SSSogooooao

dodbooooooooouooooboobobobbboooooo

6.2 0OO0OOO

000000 NulOOODOO0OD0O00O00O0O00O0DOO0OoCoO00ooobDooboOoooo
0SSSO UNIXOUOOOOOOOOOoOoOouooouooouooouoouooooooooao/
0000000000O000O0oO0O0 100000o0ooDo0DooooOoooo/ooo
go0ob00o0oboooob0obooobooOb0obDoobobDoobOobobOobD 1DoOoDbo
0000000000000000000000000/00000000000O

O000000SSSO UNIXOOODO0OO00OODoDooooooooooooo/o000
O00000000000000000 SSSO UNIXOOOoOooDooooooooooo
O0000NulO00000000 write/read 0000000000 /00000000O0
O0000000O00ooONulOCO0DO0000 mount 00O O0O0OODOOOOOO
goboobooboooooobooboooobobbooobobobuoooobboboooubooboboogn

00000000000 000000000000D000D00O00O0oOO SSFSOoooo
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6.2 0DOO0OO

uogooooooooon
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BN

ggoooobobboboodooooouooooubb boooooLouoLbobobbobooo
ggoooobobobbobbobobbobotddddlddddoooo oL O
gobobobooobobbuoooobbbooobbbuoooob bbb booOoo
gobod obogoboboooobbooooooooooobobooobobooboon

gobobboooobbbooooboboobouooga
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OO0 A

000 /00000000

Al 0O0OODOOODOO

#define RANDOM 1 /0O 0O x/

#define PRIME 257 /0 [ */

int ssfs_encode23(char secret){

10

11

12

13

14

15

16

17

18

int wil,w2,w3;
int result = 0;
int G [3][3] = {
1,3,9,
1,9,81,

1,27,729

/* 000100000 =%/

(G[0] [0] *secret + G[0] [1]*RANDOM) % PRIME;

=
IR
I

/* 000 200000 =*/

w2

(G[1] [0] *secret + G[1] [1]*RANDOM) 7% PRIME;
/¥ 000 300000 */

w3

(G[2] [0] *secret + G[2] [1]*RANDOM) % PRIME;
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19

20

21

22

23

24

25

26

27

28

29

30

31

32

A2 0O0O0OO0ODOOOO

/1 000000000000x*/

result = (result & O0xQ00ffffff) | (0x07 << 24);
/200000000 1000%/

result = (result & OxffOOffff) | (wl << 16);
/¥3000000002000%/

result = (result & Oxffff0O0ff) | (w2 << 8);
/400000000 3000%/

result = (result & Oxffffff00) | w3;

return result;

A2 OO00O0DOOOO

#tdefine PRIME 257 /[0 [0 %/

int ssfs_decode23(int share)d{

int check;

int wil,w2,w3;

int result=0;

int G1 [2]1[2] = {

387,-129,
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10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

A2 0O0O0OO0ODOOOO

-43,43

int G2 [2][2] = {
19320201,-2146689,
-715563,715563

};

int G3 [2]1[2] = {
387,-129,
-3698,3698

};

/000000000000 %/

check = (share & 0xff000000) >> 24;
/0000000 100000x*/

wl = (share & 0x00ff0000) >> 16;
/0000000 200000%*/

w2 = (share & 0x0000f£f00) >> 8;
/0000000 300000/

w3 = (share & 0x000000ff);

switch(check){
case 0x06:
result = (w1l *G1[0][0] + G1[0][1] * w2) % PRIME;

result
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36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

A2 0O0O0OO0ODOOOO

break;

case 0x05:

result

result
break;

case 0x03:

result

result
break;

case 0xO07:

result

result
break;
default:

break;

(wi *G2[0] [0] + G2[0][1] * w3) %

(result & Ox00ffffff) | (0x07 <<

(w2 *G3[0] [0] + G3[0][1] * w3) %

(result & OxOOffffff) | (0x07 <<

(wi *G1[0] [0] + G1[O0][1] * w2) %

(result & OxOOffffff) | (0x07 <<

return result;
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PRIME;

24);

PRIME;

24);

PRIME;

24);



