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Abstract

A Billing Protocol for Mobile Communications

Mitsuo Kishida

In recent years, mobile terminals are spreading, and mobile communications are

increasing. Then music, image, and movie data are exchanged on the web. Content

communication systems need a billing technique because such systems use money. How-

ever, a billing system isn’t establish on unofficial sites. So, I introduce the SAS-Coin

that we can use on mobile terminals. However, such technique has costs because it has

high hash overhead. In this thesis, I research a new SAS-Coin system using the SAS-2

passward authentication system, and propose a Five-unit Coin system which is steady

and has low costs.
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SAS-Coin
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3.1 SAS-Coin + ,.- /
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C.87D � ��pFE�G�=�H�v
I�J )

• �����LK�M

3.1.1 N.-0/POPQSRUTWV

SAS-Coin G6\ � Customer v��6{6X3�$t (broker) Y9�${�B�Z�[\= �^]�_ ��Z�[6{`B� 
>W?C@5B�a _ 
�b9F � =6�
c!
���� 2��6{�X��$tE��Z`[��q�E� +�,5-`=E\Wl���� m O 4�8
[9� EN−T (RN ) �$+6,5-E{�BW� T  0>N?C@5B�a _ 
 ]�_ � RN ��D6F9[�c5�
d�B	
E/e!
>W?C@5Bgf�@.

h.- � Customer ����{�{�B pji�k32&l�mnB � m +�,!-�
�h9-�o�p(� ��6l
��=<qM+$,6B6v�C!8LD � O.P � ��rLst>6@�A6v�u ; ��l	p � � ��� EN (RN ) ��v�G
w _ �
N ��c�v�C	8\D � �.pM8xE�G6A�ynu�z�� �0� ��� ��{ O G$\ � 1000 |��0+$,	-E

h � :�p
1000  ���>N?�@	Bgf�@�v�I�J p � ��
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3.1 SAS-Coin � �&���

3.1.2 ���������

SAS-Coin G$\ � �W�C�	�	��
0v�G68 � -�@	s�	��	�qp� ; ��� ���7� m � Customer Y
D m Z6[ � O [�"�# Q�R \��5 ?Z6[7=���Z�[�2[ Vendor �W2(D�~�%�� ��l p v6G.8 � -��
�${ QER �	�.-�4Ly?l � G6; ! ��� � Vendor 
	�$%E�3��pj��{ Q�R �6l���v�/ O � D � �(�
� � Vendor 
���%$���9pM8�\��9[E� Broker Y��
��{.

h9- � g�c9h��Ni 
���h32�47y9m
- � �.[���"�# Q$R 
0�qm � F O�P � m � -���l<m�����	6��� P DP!j
���%E�3�.pA8���\5l
��@.s
	���G\y! �-0v � �.[ � ����	.����
���%32([�-�=��#"$����	�����%Np �$g6c9h��Wi
v�I�J6� � �C��G'& _ �(����	����E
	�$%N2 [$-*) b�+�� p�,�4�\�~.-.- mM-6�
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3.2 %�'�(

�
3.1 � � �����

3.2
� � �

3.2.1 N.-0/POPQSRUTWV

E�G�A!��%�'�(qp02C4 � )�*
	��x'<�Nm O [?c.
	�$%32 � 1 | � 10 | � 100 | � 1000 | �
10000 |()�*(%Np �x>�@$�3��l5pK�98<! � >�@�A6
�� mr�Wl5p v�G�85����)�*	.��>�@6

h
� :j[6��� � = O���O ����� p � �)�* %3pf� ���	��
������ � I6J�v`;��0�(S�� 2[��
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3.2 %�'�(

v�G�\ � )�* %�pA�
>6@�� �9pM-": �6(.
 p�� [6� � 5
� | 
�+�,e: }�� � 5

�  �>�?f@5B
f�@E�3� I�J�v��SD � � |�� �9�
 5 �
� �W2El��&c�
�
 Vendor Y6��� O�P 8(-6�6l���
v6\ � )�* %3pK� � �.��
����E��� I�J�v�; ��� �	�E��8�G5l����v�
0d��6�

�
3.2 	�
������

l0�\8 : �`;�mMD�m?����� p � ��)0*	

'L�$4�� !A)�* 	���f6@��q��l�pA� 8\!������
�
>�@�A�v
�3� � SAS-Coin \���B��${��v6G�;S!��6mM����B9��+�,.-E�	�9-�4�y X� 5B"!
	$# \�%�&�G6; ��

3.2.2 ���������

�W�C�7K?M9��%�'6( p�2�4 � SAS-Coin G�\ CAA( � �!� "�#�' b�(�I��Ni ) 
*)$%32�%
'9

h(,�4�- � [3] �0=5l�G � �6061�G�\ ��+�, H�-$�	�/.�G��W� �5�`K&M.
�%6'$� � �6(

�S6�$� �0�6l O \ � Vendor Y.����{ Q�R 
�� m10!+�,!-0{�B � s�
 Broker Y.G�E6G$�
�0l	p �\8<! Vendor 
�K2������l	p � D�@.s
	���
�3�4�����l	pKv$G68 ��(�	����526.

dE�6�
8 3.3 G�\ � Customer Y5\�� ��t�K
M �
��v p$��7qm � -�{ O � � ,�49-<����=<204

Vendor Y	G9\ Customer-Vendor H6�E"9# Q9R � Customer ���9{.{<B	
���8 �:9;0W� �
Customer Y.� �E��	����2<>= Q$R 
6u$s	J�2 4 Broker Y6������� Broker Y6G�\ � Q�R 
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3.2 %�'�(

�
3.3 � � ����� �����

=��32A+$,!- �  ��9�?h����	�$����= O �0O � Q�R D m Customer-Vendor H�G	
���"�#.

h.- � +$,.- � ����	6����� Q�R 
�= O ��O ����������
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4

��061�29G�S�� � O 46-N�0� SAS-2(Simple And Secure password authentication pro-

tocol, Ver.2) "$#��v [4] 
 SAS-Coin ����%32�8<!����.-�E�G.���	�`� � ��B��${6@.s�	
� SAS-2 Coin p SAS-2 "$#���v!��
 ! ' b�@�f� [5] 
��$%�2�[ Five-unit Coin ��3/4

����� 3 4 526�\��!�0��dE�6�

4.1 SAS-2 � �

�9[E��S������ SAS-2 Coin \ SAS-2 ���$t������Ws���b��f"$#���v9
���%32[�@!s�	
��G�;5��6l�l G�\ � SAS-2 "�#6�\8��K���6
���� � ���

4.1.1 �������eQ�� �

X:ID

S:Password

n: "�#	 _ 
0dE� 0 ��#.�"! _
Nn:n  $# ��"�#6G�~�%E�3� ]�_
A:Nn 
0%.-�4 �&% �(' � a _ 

b�F�[*)WbEt ( �! �"�# Q�R )

C:Nn + 1 
0%9-E4 ��% �(' � a _ 
�b6F�[,)3bEt ( &! �"�# Q$R )

D: &9 "�# Q�R ��>N?�@ B&a _ 
�b�F�[*)Nb�t
+�-	. ��>N?�@	B�a _ 
0~�% �
E: >W?�@5B�a _ ( % �(' � a _ )
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4.1 SAS-2 "�#

F: >W?�@5B?a _
H: >W?�@	B�a _
� : u$s5J Q$R
�

: u$s5J Q$R

⊕:� � ����G��
←: �	�

�
4.1 SAS-2

4.1.2 
 U�������

1. )	b'+�\ � Pasword p ]�_ Nn 
�� � ����G��6G��N2�[�y(�6�
A=E1

0
← E (ID � S ⊕ Nn) p ID=X 
���� �	� b3ijG���b�
	�������3���

2. �6b&
5G�\ � )�b�+$D mK� m O 468�[ ID p �  �"�# Q�R G�;W� A=E1

0 
�����2�4
z�D��

3. )5b'+�\ � Pasword p ]�_ Nn + 1 D mj&! ���"�# Q�R G6; �
C=E1

n + 1
← E (ID � S ⊕ Nn + 1) 
���E����
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4.1 SAS-2 "�#

4. &	 ���"�# Q�R G�; � E1

n + 1
��>3?f@5B�a _ F 
xb6F

D←F(E1

n + 1
) 
���	�

4.1.3 ������
1. )5b'+�\ � ��b 
!����b���s�J�� p�2C4
� =C⊕(D � A)

�
=D⊕A

ID

� 3 � �*)Wb�t�
����$�3��
2. �$b 
!\ � �qm O 4$8�[ Q�R �
	32 �������� �����������*)�������� �"!#��$&%�'(�)+*-,
!.��$�/1032�0-4��65��87�9 ��: �
7�;�<=�"�(���6� A ��>�?A@&B�C�D E�F�G�HAIJE
D KML������
NO0P4RQ ,
9 ⊕A S D

NT0P4.� D KUL������
� ��7
V
⊕(D W A) S C

IJ� *YX�Z � )[* H8I\E]7�^8_`%�'�a�b6E�c#Q C �ed 5�feGgHhIji�E�5hQ ,
^ � ^8_k%�'�a�b �
l�monhpeq`r F �
s�t�Q X�Z � )+*u,
F(E1

n v 1
)=D i�NT0P4�Q ,

D IwK&x�y(� ) z �&%�' K&{8|]}w~�G=Q ,
D=D

3. � ��0P4.� D ��l�mon#peqkr H �es�t�7 H(D) �e��{�G�Q ,
4. �"� � !8��$`�(EA� D IJ� * Lg��� ��: � lAmwn p"qkr �es6t�7 H(D) �e��{������h� ,
5. ���o�8� H(D) Iw� * L���������� z�� �=�jE`!#��$ � 2R�j7o!h��$k�(E
��{����6���
� H(D) K`a�bOI�x�y�G=Q , L����
i�����G=Q�H8I �g� ������%�'�i�{h|"G=Q ,
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4.2 SAS-2 Coin

4.1.4 SAS-2 ��� �����	� 
��

SAS-2 � �
�� z %�'��h�����"i�����G=Q ,������ K�����{�� �.� �! #" p%$'&)(+* E
K`����,�i�-�%�}u4.���AQ � $/. � n�0 �eK%1UE 6 2 Ke%�'��A���3�e�54���G�Q ,7698
�;: %�'��h���3�e�5<�=�G=Q ,

•
V!> A⊕(F(C)+ID)

9 > F(C)⊕C

•
V!> F(C)⊕(C+ID)

9 > F(C)⊕A

•
V!> C⊕(F(C)+ID)

9 > F(C)⊕A

•
V!> C⊕(F(C)+A)

9 > F(C)⊕A

•
V!> C⊕(ID+A)

9 > F(C)⊕A

•
V!> A⊕(ID+C)

9 > F(C)⊕A

4.2 SAS-2 Coin

SAS-Coin �
: ��� SAS-2 %�'�?�@(�5A���G�Q , SAS-Coin � � l�mMnhp X�Z i�B�C����
�AQUK�E;C��ED�� z Q , nGF�&�H 7JI`4 �(q ���#� SAS-Coin IJK5K ����L INM9OJPRQ�S
�
� z �`ih73%�'�T�U6E�K&2�V9WYX�i SAS-2 � P#Z �"��[�E�cAQ , SAS %�' K]\�^ ( _ 4.2 `
a

) bh_"%�'�a�b6E 2 _�7k^8_"%�'�a�b(E 3 _�7c^ X 5 _�K l�mon#p�d Z i�e�f(E�cAQ ,Gg
/ g SAS-2 %�' ( _ 4.1 ` a ) E�� l�m�n#p�d Z i 3 _gIih�jh0P4)k�l.Q�K�E]7 � �nm1� XZ�o C�G=Q�HhIjiGpYq , H`K]HhI\/�0e�e7cr�s�t�u K o C�q�v(�5wxj6Q6I d Z�y i�B9S5k3l
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4.3 Five-unit Coin K����

QoK�E]7 � ������� �	��
�� A�6E65#Q ?�@6E�c#Q(I+lGj6Q ,

�
4.2 SAS �����������

4.3 Five-unit Coin � � �
4.3.1 Five-unit Coin ��� �
!#" E���� g �87 SAS-2 %�']��46� g k%$#S�� SAS-2 Coin E6�h7;Q'&A/ z�X6Z3y K�m

Bh�#(*)#� � ,�g / g 7 SAS-2 Coin E(�#+	,%l�T�U#K o C y �.-;B6GOQ � l(�10 z / S
� ,0/ H`Eh7 SAS-2 %�'3? @8K`� $ . � n 0 �
E(c�QM%6'3?3@8��46� g k X�Z y K�C z l
Five-unit Coin K����(� )+*-,
HeK���L � � Customer(!g��$ ) 7 Broker( 1�2� ����� ) 7 Vendor( 3�� & ��4'576w�8�9
) K*:<;.=&E ) *u,�> � _ 4.3 E Five-unit Coin K&��? n�F�&�H<@ { KBA�C�1�2�5�D m �E'F � H � 2�l�k�=�G�G=Q ,
SAS-2 K`� $n. � n�0 �eE(c�QJ%6'3?3@ 1kK 6 28K5�.�������6��H�� g#I</ 4KJ
4�K�%
'�a�b � 3��9�'L*M��.7 1 7 10 7 100 7 1000 7 10000 N]I�l *PO8Q ��<.R&~OQTS]EVU�W*X8K
X�Z � )(zR*-,

Five-unit Coin E;4 * %�'�a�b�I / K OVQ
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4.3 Five-unit Coin K����

•
V!> A⊕(F(C)+ID) ����� � _k%�'��
9 > F(C)⊕C

•
V!> F(C)⊕(C+ID) ����� 1 N03 �G�
9 > F(C)⊕A

•
V!> C⊕(F(C)+ID) ����� 10 NB3'�G�
9 > F(C)⊕A

•
V!> C⊕(F(C)+A) ����� 100 N03'�G�
9 > F(C)⊕A

•
V!> C⊕(ID+A) ����� 1000 N03<�G�
9 > F(C)⊕A

•
V!> A⊕(ID+C) ����� 10000 N03<�G�
9 > F(C)⊕A

�
4.3 ������	�
����� ��� ���

• Step1 ����������� g Agent
� U���G�Q

• Step2 Agent /�0��������! ,
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4.3 Five-unit Coin K����

• Step3 Agent /�0��������! ,
• Step4 Customer ie! ��$�L�M , ( _ 3.3)

• Step5 Vendor i � � 9 L�M , ( _ 3.4)

• Step6 Customer i%2�C�L�M � )[*u, ( _ 3.5)

• Step7 Customer iK3�� & �%4�� ���
• Step8 ��� 3�� & �04 �! 	��
 ,
• Step9 %�' o C�� �� 1�2 , ( _ 3.6)

• Step10 L���� � 3�� & �04�Ke2�V ,
• Step11 Vendor i%+�,Gl�f�� , ( _ 3.7)

Five-unit Coin ��� z E 6��	��� �T� � 6%8���� G , Five-unit Coin � SAS-Coin K05
6g��3 ��� : g k SAS-2 5 6g� 3 � ��A���G1Q�HAI � � ��7 � �u�6� z A�C�1�2 n#F�&3H
KB���6i6E65AQ , +#,#l���K X�Z3y -]B � 2#l�kA� SAS-2 Kk� $!. � n 0 �eE6cgQ 6 2]K
%�'������ ���54Gl67 1 7 10 7 100 7 1000 7 10000 ��IJK X�Z � ) j6Q � *P�)g -YB6E�5hQ ,

1. _ 4.4 � Customer K�L�M E 6 ����� �=� � � G , (SAS-2 K�L�M	 �! )

Agent /=0���� �����  A7!��� � ��" /k4)k3lgQJa�b�I ID 7 � _�Ke%�'�a�b �
��{ g
R8�"K!� Broker � � 2�V�G�Q ,

2. _ 4.5 � Vendor L�M]K E 6 �#��� �=��E�c � 7 Customer L�MOIU�$ �!(E )+*-,
3. _ 4.6 2�C�L#M K E 6 �eE6c#Q ,
3<�G���e��{ g Customer 7 Vendor 7 Broker =eE�Kea�b K&%�� � )+*-, Customer � I
Broker 7 Vendor 7<L�M�2#C�� ��' r � / 4.J
4�� O g 77e�f z L ���!����{�G1Q+e3f
i6cAQ , ID( � F ��(�7 � � 9 ) 7#3'�G�eK&a�b#7�%�'�a�b z O �B$�{ g 7 / KML �����
Broker �(E�%�' g 7 2#C �0L�M�G Qe7 Broker � � Customer-Vendor =�Ke%�'�a�b�I
L�M�2�C � Vendor � � 2R� 7 Vendor �6� / 4 J`4 �BL#M�G�Q ,

– 21 –



4.3 Five-unit Coin K����

�
4.4 Customer ������� �

�
4.5 Vendor ������� �

4. _ 4.7 +�,�l E�� ����K E 6 ����� � ��E�c#Q ,
Customer � Vendor

� %�'�a�bRI ( F	� g RV3��#��Kea�b ( 
 r ) 7c4���2�C ( b#_��
������ K�4���2�C K�� X ) 7 Customer K ID �e2�V�G�Q , Vendor ��E�� 7���'�a�b I
3<�G�
K&a�bA7c4	��2#C � R�l g k / 4 Je4���' � ) S�k3l#�o7�� � � 4���2�C K�-�
� )+* 7�^ � 3<�G�
K�U<W �;-���}3~1Qk7���'�a�b � 3'�G�eK�U'W K&a�b�� � > 4�k3l
Q%3'�#�eK*U'W8K5-�� � ) l 7 Customer K���' � ) *-, ��' � ) S�R�� 3'�#�
K&a�b
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4.3 Five-unit Coin K����

� r���� g +#,�l�� )+*-,
5. _ 4.8 �]_�� E � ���6K E 6������ � �jE6c�Q , Vendor �(�87 Customer KBH��
2#C�I / 4 J
4gK ID � Broker � � 23VA7c-� � ) l Customer �]K�� �	������/10
Vendor � K
� �	�;��� ��� )��� ) *-,
��� K SAS 3<�#� � SAS-2 �5A	��G=Q�HhI � � � 7 � � D1�o7 � �u����,6i��e48RBA
C�1�2 nGF�&3H K @�� ���GS�R ,
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4.3 Five-unit Coin K����

�
4.6 �

�������
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4.3 Five-unit Coin K����

�
4.7 �����T��� ���
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4.3 Five-unit Coin K����

�
4.8 ������� � �
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5

Five-unit Coin I SAS-2 Coin K�+�,�l E�� ���;T�U�E�K&x�y ��� z�*-,���� WYXOI g k
�]7 2�C K�K�l � �et�Q`7 o C���=�7 CPU 4	��� �
x�y g R ,

5.1 � �	� 
�� 
������� I g k��

• OS : Microsoft Windows 2000

• CPU : Celeron 1.7GHz

• � � $ : 256MB

• HDD : 40G

K � * �%g R ,
4 ��E���� g R Five-unit Coin I SAS-Coin

�
SAS-2 ��� �BH�� g R SAS-2 Coin K�+

,�l��*=�� X�� g 73O���0�K�? @ i����T� +*,�l ��� j]Q�HgIwi E 5�Q�/]K ��� �
� z S
R�� Five-unit Coin K�I`4 � 2#l�k��]7! 4 � K3_ 4.6 ` a 7 SAS-2 Coin

� 2�l�k�� 6�8
K3_ 5.1

� E 6 ����=�G ,
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5.2
���

�
5.1 ������� � �

5.2 � �
��� K�?��OI g k��]7 6#8 K 2 � � 2�l�k ��� ��� z����

• Customer �(i�+#,#l%2#C �� 3v g k87 Vendor �6i����
	�� 2�C�B+�,9l o�� � ��j
� >�� ���=���� ���
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5.2
���

• Customer ����+#,#l%2#C �� 3v g k�� Vendor �������
	�� 2�C�B+�,9l o�� � ��j
� >��  CPU ����� ��� � �

+#,�l�2#C�  �v ���#g k	��
� �� � ��� ���������������������! 	"�"�# � 100000 $�!%'&��
1 � 2 � 3 � 4 � 5 � 6 � 7 � 8 � 9 � 10 ( 20 � 30 � 40 � 50 � 60 � 70 � 80 � 90 � 100 � 200 �

300 � 400 � 500 � 600 � 700 � 800 � 900 � 1000 � 2000 � 3000 � 4000 � 5000 � 6000 � 7000 � 8000 �
9000 � 10000 � 20000 � 30000 � 40000 � 50000 � 60000 � 70000 � 80000 � 90000 � 100000 )�+*-,'./,'0�1'&2"	# /3	4�5 %'&26��87	9:� CPU ��;�<�5��	=?> ��@

A
5.2 B-C�D-EGFIH-J

K
5.2 � �	#  0�1'&�7�9 /L	M ��N � @

• SAS-2 Coin �  �"	"�#��O0�1�# 2P # 5 �RQ!S ��T�U �  � �  �"�"�#��!V�WYX[Z\
6��87	9 �!] X_^ � @
• Five-unit Coin � \�`�^20	1�#+��a > S8�Rb�c  7�9 �!6�� U ��d � ��e�f @
K

5.3 � �	#  0�1'&�72��g2h � CPU ��;	<�5��	=?> � K �+N � @
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