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Abstract

An Encription Communication Method with SAS

Tatsuya Konishi

I propose a new method that realizes secure and speedy encription communications.

Moreover, I compare with a existing method.

The SSL(Secure Socket Layer) is most used in Web communication systems. How-

ever, the SSL has costs because the SSL uses a public-key cryptography for a key

agreement. Therefore, such technique is useless for many machines: mobile phones and

servers which has many user.

In this thesis, I propose a new method which solves such problems. The new

method applies SAS(Simple and Secure) password authentication method, In addition

I evaluate and compare with SSL that is encipherment communication form.

key words SSL, Public-key cryptography, key agreement, SAS
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3.1
�������������

3.1.3 SAS  j!�"j$	��
 SAS-2  j!�"j$ i�hm��
SAS ������������� SAS-2 ������� ����� � 6�� ��!#"�$%�%&('�)+*,! SAS ��������


-+. $/'10 �32+��� � � SAS-2 �+�+�+�5476%8:9<; %1��!>=/?,@ 9BA+� ����!DCFED0�G�H
IKJ '#%

1. LNM SAS ���+��� � �7O�P7A�Q�R�Q�S�T1U VXW>Y[Z%\,] �3^>!`_�a ��� 0,b<cd@ R ' .

2. SAS �e�%�e�5��f�g5h%�(iDj(kDl !7m 8(nDl 0+o%p 9`;e;eq , r =%s�!5tDo,0Fb`cu@

R ' .

3. \ �Fvwyxez{! U w}| T7~��[] 0 l{����T�] &(' ;�q , ���+j,4(�N��i`����� '3�e0N�
� '

.

�N� ����2e~,�{� zD� 8,Q ' SAS-2 ��� ! r = ~eT{�,]����{�e~eT{�e]+���D4D�{�:�

• ID : ��T�� ID

• S : �FT�� ! �(�5� TF�
• X,F,H : h���i�jNk<l ( �	 [~(¡ )

¢
: H(x) ��� x � 1 £��� [~(¡�4D¤�8	9B; @ Q�¥ � 4D¦�§B� ' �

• i : ��� !�¨  [~��©]�n�l�4D�{� 0
� � !`ª l��

• Ni : i n:« ! ��� � 85Q I}J '3¬ l:�
• ⊕ : +®N¯<° =�±

• + : ²+³
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3.1 ����� �������

���	��
���

1. �FT��>� ID ��� S 4����������D��� ¬ l N1 4�����9%������� ' � ��!�� �������T
����� ¬ le4>8,Q{A A = X(ID,S ⊕ N1) 4���³{� ' �

2. ��T{�>��� ¨! ¡B\�R � T � 478,Q{A ID ��� A 4�S+T1UN��"�#:�
3. S�T1UN�����+�%$'&+T x��7m 8�� ' ;+q ! ��T{� �+&�' ID ��� A 4������

(
3.2 SAS-2 )+*-,�.0/�132/�4'5+6 (

– 10 –



3.1 ������� � ���

��� ��
���

1. ��T��D� ID ��� S 4�����������	T��#�+������9 A%Q ' Ni 4D8NQ{A A = X(ID,S ⊕

Ni) 4��+³{� ' �����D�FT��>� ¬ l Ni+1 4�����9e������ �+!�� �����-�	T��#�+� ¬

l Ni+1 478,Q>A C = X(ID,S ⊕ Ni+1) � F(C) = F(ID,C) 4���³��	�
� �e! C
@ �	�

�Nn ! �+�
���e4>¦N§B� ' ��� I ���� = C ⊕ (F(C) + A) ��� � = F(C) ⊕ A
! �

³�4DO ¥ �
2. �FT��>� ID �+��#���y4���ZN]{�{T��d  ��� ! h��F¯>R���  � �#T�W 4D85Q�A%S�TBU
� "�#{� ' �

3. S�T1UN��� ��� �	T{� �e&�' A 4D8,Q�A�� ⊕ A 4DO,Q�� F(C) 4	�u� � �:� � 9BA(� �
!

F(C) 4D8,Q�A� ⊕ (F(C) + A) � I C 4	� ' ���%���BS�TBU�� F(ID,C) 4��+³	9
A����u� � 9B; F(C)

@�! f���47O ¥B�! +9©h�"	9BR � J$# ����%�& @ R/�#� �{! ��'
�)(+*�@ R ' �3h
"	9�;�,
-e�>������. @ R/�<��� ! �>�� �� � @�/ O{� ' �

4. SeTBU��0� ! �%� ¨   ~�1] ! ;+q���� C 4 A
!)132 �y��4 - 965 = H(ID,F(C)) 4

��³�� ' �
5. S�T1UN����5y4�Z,]>�{T7��  �8� ! h
��¯DR9��  � ��TFW 4#8,Q>A`��T{� � "�#:�
6. ��T{�7� H(ID,F(C)) 4��+³	9+��"�#:� J ; ��T{� �e&�' 5 @©! f
��4DO ¥ �0 �9©h�"
9�;{R I�# �BS+T1U V ��T�� ^�!#_�a ��� 0 �+.N9B; � 4D¦N§�� ' �
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3.1 ������� � ���

(
3.3 SAS-2 ���-,�. /-1��32/�4'5+6 (
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3.2 � c���C

3.2
� � � �

������� ! ���+������	�
 !� J 4 ��� ���>g ' �

1. ��T{�!� I !DC�� 4�S�T U 0���� � ' �
2. SAS-2 4>8FQ�A5S+T#U V �(T%� ^{� �e�54�O ¥#� _ea �e� 0 ��.�9<R��NP�;0, -,� |

Y<T74�����9�A (�* � ' �	� ! ,
-e����� ! �����7O 2 R+QF�
3.
_�a ��� 0 ��.59�;�,
-:��S�T U����>�FT{�>��� SAS-2 ��� �>m 8	9B; ��T��>478,Q{A
¬ l�4����{� ' �

4. S�T1U�������T��>��� ���	9B; ¬ le4D8,Q>A�� !�d@ R ' ��T{�>4�������� ! \�� v�w
xez ��� DES 4D85Q{A+Q ' �

5. ���	9�; �	T��>4 � ������� ��� L���4����:�
6.
_�a ������� � L�� !����+0 �� �� ',@ � S�TBU�� w W | � � ��T���4+S�T1U"! !�� L
��4D8,Q>A"�#	�
:� �FT{�>��"�#{� ' �

7. ��	$
	� J ; �	T{�>4 �e� ��P>;<�FT{�7�	�+W7Y Z�\,] � ! !� L��,4D8,Q>A �e� ��P
; �	T{�>4�%&	B� ' �

�N� ��������+� ! ~eT{�%]����D4D�����
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3.2 � c���C

(
3.4 ��������2/�4'5+6 (
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2�� � ��� " � � ����9#;��5;+R�� � ��� � @�� .	�  �
e��9BAeQ ' SSL 4>f �:9e� �
!� 8�j�4���{� ' ;�q{�7O ¥����%���,Q�A���<� ' ���>;������	�(�<P>A)� I}J ;������
�5Q{A ! ���  ©O ¥ �

4.1 �  ! " # $ % &
4.1.1 ')(+*-,/.1032547658
����9�:<; &('�= SAS-2 >�?�9�:�4785Q{;���� �@� ��4 Java 4D8NQ>ABA�C���� I � =�D

-�E�F ; &�' SSL G ��	�
�\�� v�w x%z  Java 4D8,Q>AB��H	9 = �<h�I�J�;�G`f�� VLK�?
4DO ¥B�NM�G`�	; = ����9�:OG � 8+j�4K�P{� ' �

4.1.2 Q5RS6UTWV1XZY\[
SSL ;%8(Q I J ' � � � G�\�� v w�xFz�]W=�^ � RSA

@
Diffie-Hellman G 2 _O`a;bdc �

RSA(Rivest, Shamir, Adleman) \$� vdw x%z�]5=�eOf RDle4 E l�gih�� c � Gkj/l��Nmn�o lBA ¨! ¡ w �5p�m�q
4�� c �	��G{\�� v�wyx%z]r= ��	$
��  �ds,� �Ot�u	�  n�o
b<c ; bdc �
�N� � = RSA m o Q�v�,
-OG>~eT���]����mD�{���
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4.1 f
��9�:����,Q�A

(
4.1 RSA 2/�4 5+6 (
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4.1 f
��9�:����,Q�A

Diffie-Hellman \�� v�w x%z�]/= eOf R � ��� ���{� c��	� ��lOG-��³�
� j	; bdc @ Q
¥ � �O� ��� Q	v9��<; b c � RSA

@�]�� Rd� = �G�\ � vuwyx,z] �#	 
�G���OO� ]�mo � ��� = � ��� G��B�7¤ o b�c ; bac �
�N� � = Diffie-Hellman m o Qiv	,�-OG>~eT{�e]�����m>�{�:�

(
4.2 Diffie-Hellman 2/�4 5+6 (
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4.1 f
��9�:����,Q��
����� ; ]�D�� E�F G	�$� ��
��Bl� = �  �� �(¯�� n�o ������� c RSA ���������
� m�� o�� c�� ��v = � � ��� g�;�G � SSL � � o"! �#��� c Diffie-Hellman �����$�
� � ���%� �#&��('�m�)+* �-, � ]\=/.�0 ��1�243O>	?-� ] o �657�8����9:��v ;<��'�G
� =>��l?� ] � 9 c � l4@rl =/ACB D �E�"* � g-G���;<G-� '���
F�l�� = Diffie-Hellman

�HG��I�J� � &4K o lkv � RSA �HG��L�J� �	M�N �(� ]/= � oO! �8��� c A G bit P ] �
Q ; ] 98RTSCU%@<G-VXW�Y�Z 
 ��[ � c���\ &T��]X^ M � o6! � c bit P`_<aXb<c 512bit

@65 1024bit d�e#f �hg _�vC;#i �Cj(k M�N ���(c , _	a%b	d�_ \(l � \ m _on�p<qCr�s�i
512bit � 1024bit _ 2 V`W Y(Ztd(_ j�k p-)u* �
j�k Mov �Xfxw>y�z {�Y<W M:| s��<c �C} _H~t���/co���C��9��Hi��%�?�8s4� �Xf � RSA

p v ���t����c#�	�T�(��Z#��� \�� @�5E� Yh��_t�%�?��po���8s�� N �i Diffie-Hellman &
� Q M iT��GX�>��� � d	� v � f ���� Y<W	p(�(YT� ���	�T����Z#�7 �¡�� B�D s��C��f	&
_8�s?� �
B<¢<A`£�¤ ¡<¥�_<�4G��"��� �-M c#i§¦ [ \ &E¨<]%^d(e�f DES(Data Encryption Stan-

dard) ��G%�F�©� � p v�ª � ª f � ¦ [ _ SSL «�¬`��JG:dCc®i�¯%�±° ²�9 DESede(Triple

DES) ³�G%�F��� � p-� v � fx���#&eXf���iµ´ ¶�·�¡C¥(dX& DESede ¸ g _t¹�_ BC¢�A%£
¤ ¡ ¥�c<º vX»t¼ d�e®f �H½ �#i/¾(P`_o¿(À M	v%ª f�³G��L�J� � c�i SHA-1 p	� v sH�
ª f �	,�Á M U ª ��&(i � Q M ¹�_�³?G%�>��� � _tº v � »H¼ d(eXf �

4.1.3 Â#ÃLÄ Å
Æ M<Ç<È ��i SAS-2 É � ¡ ¥6i/ÊCË RSA i Diffie-Hellman p v:ª � BC¢ A p B(D � f �
Ì ½ d�_Xi/Í%Î	_�Ï M U ª ��p-Ð�Ñ ÒLÓoÔ � f �

1. �CYh�`d(_tÕ Ö`×�ØHÊ�Ë CPU � v�Ù
2. �	�h� ³�Z#��d(_ÕCÖ`×CØ?Ê�Ë CPU � vCÙ
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4.2
j�k����

4.2
� � � �

j�� s��
	C¡�¥:_��� ��� Ê�Ë�� ' jCk p-)�*��	_�	 ��� p�� � �

4.2.1 �������

• ´ jCk d c#ih� Yh� ���-���C³�Z#�xØ-d ¢�� po)$*7w>y?z {?Y<W	p v:ª f4��;�i4� Yh�
p����8s����! #"%$ ��_�&tw`Z�ix¨�]`^o9®�	���C³�Z#��p'���8s��
� '`^�() #"%$(�4_
&-w:Ztp#�o¬� +*	Y-,<G%p v�ª �+.�/8s�� �H½ ��i<¯:�10!2�9 � Y�W<p'3�f4�C; M iC�
���(³:Z8� M �! �"4$��495&ow%Z-p v:ª �-�C� M U ª ��& j k po)76�� � Í�Î<_�8 4.1

M i9��'CÐ�Ñ j�k _	w: <;!=�> À?8op�� � �

@
4.3 A#BDCDEDF#GIHIJLK+M�NDO @

• *<Y�,	G
10Base-T i�P<;+Q�RJY 5 _��	¬- �*�YS,	G�p�T v �
´ j�k c�i�UV$®��W-Y®�_'X�Y M ¯��LZ5[�n��!\7]�RS^�_!`"fba��!c��ed Á f5f9gh6
�®i/¹�_6�?��ikj
$ ��_
l�m�p�n!o+`�fqp�r�_�s ª i �	¬� +*	Y�,	GXp v�ª � ¢�� d(_
j�k p�tvu#f

4.2.2 w�x�y�z

Í`Î	_
{ M i j k ×	_
	�>CÀ�r�|`_I_�} ��� p���`~f
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4.2
j�k����

H/W r�� ���
���

PC/AT ��� �

CPU Athron XP 1.6Ghz

Memory 128MB

Hard Disk 	�
 40GB

�
4.1 �������������������

H/W r�� �� #"4$C�(�o�4� ³�Z#� () #"%$ �(�o�4�C³�Z#�
���

PC/AT ��� � PC/AT ��� �

CPU Pentium 750Mhz Pentium 345Mhz

Memory 785MB 128MB

Hard Disk 	�
 50GB 40GB

�
4.2 ���� !�#"%$&��'���(���)���

S/W r�� ��� �XY+*-,xZ
OS Windows 2000

Java Java 2 SDK Standard Edition(1.4.1-01)

Provider Java Crypto and Security Provider 2.3

Implementation(JCSI)

�
4.3 .(/�$0�1���1���
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4.3
j�k

4.3
� �

� Á#½ d�� Ç	È �<³��7Q R���=4¸ ��� _��:Ô-iTw>y�z {?Y<W	p v�ª �(_ jCk p�tvuSf
}CÀ�sH��	�³�� Q�R	��=�_<wFy�z�{HY�W	p j t�s�i g4Á�
-Á �	U ª � DES _� ¢�� p��

� `Of ½ d(_ÕCÖ�����i CPU T v�Ù p�Z�[8s?�)f9	����+i?c g _«�¬��  op 10 ��t76	���
d(_����Cn�p�?6	���?_	d(eXf�f
Í`Î	_�8�� g _�����p��+`4f

1. �� h���"!$#8f RSA(
� l

512bit) Ô SAS-2 Ô�_
��%

@
4.4 ����$&('*)"+ RSA( ,.- 512bit) / SAS-2 /�09A#B

� l
512bit _ RSA Ê Ë SAS-2 _��1%�d c8i/¶C· ¡ ¥:_-¡��<Õ Ö��1���3254 (1617

d�e:6���f RSA �8! ª � CPU T v Ù _�:9���;��:<:=�`�fTÖ?>:ÔosH�Cc�iC�C����³
@ �	AtÕCÖ��1� �<(��(d(eXf4�1B�A�C�D"E:F�G�Ô nIHKJ Á G�f

CPU T v�Ù p��7d�LNM�O�×�Ø	pP1Q>Ôtsx  ¡8A"R�S!��p�Z1T+`UG�Ô�L/¶�· ¡�¥�� �
V

512bit A RSA p�T v sH�-���W�'� È �$X 25 Y*Z4d ª a�� ÌW[ �\LE¨3]8A>Ó_^FÔts
� 25 Y�_�}(��`�a"E:FbG�Ô	cdH"G�f
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4.3 ���

2. �� h���"!$# G RSA(
� V

1024bit) Ô SAS-2 Ô(A
��%

@
4.5 �����&('*):+ RSA( , - 1024bit) / SAS-2 /�09ADB

� V
1024bit A RSA Ê�Ë SAS-2 A
��%"E�� L ¶C·�¡C¥8A¡(�oÕ�Ö����(��2 4q(36�7

E:F�6	� f 1024bit A RSA �"! ª �b�1L CPU T�� Ù A:;*�8A\��9 ����É"E�]�� f/ÖU>
Ô��
	��IL 512bit A RSA A���"Ô����"�����
� ³ @�� AtÕ Ö������+(��:E"FbG a����
� E1FbG�� n HKJ! G�f
8 4.2 ���5L#"�$KA"R\S�%'&'Z�T�`?G'��L#(�)�$�*+� � V 1024bit A RSA &-,��.�

����:��%�/0	X 32 Y�Z4d21
a��43 ['5 �76
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4.3 ���

3. �� ����"!$# G Diffie-Hellman � SAS-2 �(A�%�%

�
4.6 ����$&('*):+ Diffie-Hellman / SAS-2 /	0����

Diffie-Hellman �
	 SAS-2 A4%W%�E��5L#(')�$�*bA4$0����W�W� �"2 4��"6W7�E
F 5 � 6�� ����A���� � SAS-2 ������E�F G���� L RSA �
����� 5 	01 G 6����UL
Diffie-Hellman E�� � � � A���E:F! #"�$���% 5 	�1��+1 6�&�A��-&('*),+ G'�$L.-*/
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