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Abstract

An examination of high-speed password authentication

method

Suguru Fujimoto

People using portable phones and the Internet are increasing, because informa-

tion communication’s and portable phone’s technologies advance. Then various services

using such mobile phones are necessary to authenticate the user. One-time password au-

thentication methods protect against tapping, steal, and impersonation in the Internet.

SAS-2 (Simple And Secure password authentication protocol, ver.2) is most simple and

secure one-time password authentication method, and the method is useful on mobile

communications. However, SAS-2 use hash functions, which have calculation costs.

In this thesis, I propose a new method, which is SAS-2 based and removes the hash

overhead. Therefore, this method is high speed. Moreover, I compare and evaluate that

new method and SAS-2 about processing speed and calculation load.

key words one-time password, SAS-2, hash function
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