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Abstract

Widely Distributed File System Using Secret Sharing Scheme

FUNAHASHI Sekiji

The data of keeping storages explosively increase and data control method of storage
technology is more important. RAID and Backup which is one of most important
storage technology is originally to get high reliability and performance for a magnetic
disk. Therefore distributed store method using RAID and Backup couldn’t have enough
safety of cracking and disasters.

We present data distributed management method using Secret Sharing Scheme for
high safety of security and disasters. it’s method and RAID and backup compared
with the result that distribution data of it’s method have enough safety of cracking and
disasters. Also it is easy to manage distribution data and distribute using network so
that implementation with file system is optimum. And so we implement the file system

using it and as a result it performed as good speed in small block size.

key words Secret Sharing Scheme, Distrubuted store method, Distributed File Sys-

tem
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Fig. 5.1 Filesystem of local host.
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Fig. 5.2 File system with remote host .
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Fig. 5.4 v node operation of SSFS 1.
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Fig. 5.7 Filesystem block.
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Fig. 5.8 SSS block.
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Table 6.1 Transaction time of encrypt.

File Size || no encrpt 4 Byte 8 Byte 16 Byte 32 Byte
1024 || 0.000471 | 0.021820 | 0.027888 | 0.050207 | 0.079163
2048 || 0.000582 | 0.043141 | 0.055243 | 0.099707 | 0.157658
4096 || 0.000832 | 0.085605 | 0.110139 | 0.198693 | 0.314633
8192 || 0.001251 | 0.168871 | 0.217547 | 0.395168 | 0.626568

16384 || 0.002413 | 0.334652 | 0.432710 | 0.786705 | 1.270568
32768 || 0.004562 | 0.666645 | 0.861753 | 1.574336 | 2.495246
65536 || 0.009848 | 1.333856 | 1.724356 | 3.137772 | 4.986578
131072 || 0.017878 | 2.669944 | 3.452634 | 6.269262 | 9.971790
262144 || 0.118104 | 5.420093 | 6.976395 | 12.618760 | 20.005109
524288 || 0.357706 | 10.945579 | 14.101171 | 25.321250 | 40.127101
1048576 || 0.780067 | 21.961246 | 28.291778 | 50.754147 | 80.331774
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Fig. 6.1 Transaction time of encrypt.
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Table 6.2 Transaction time of dynamic and static inverse matrix.

File Size || Dynamic Static
1024 0.063867 | 0.063937
2048 0.125029 | 0.125028
4096 0.249370 | 0.246001
8192 0.450452 | 0.445090

16384 0.831375 | 0.829050
32768 1.599722 | 1.596746
65536 3.132511 | 3.133318
131072 6.198174 | 6.195464
262144 || 12.348280 | 12.339915
524288 || 24.607520 | 24.608510
1048576 || 49.153362 | 49.137892

0000 6100 6300000000000 1IMBOOODOODODOOODOODODOO
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Fig. 6.2 Transaction time of dynamic and static inverse matrix.
063 0000DOODOOO0ODOODOODODOODOODOOODOODOOOO
Table 6.3 Transaction time of decrypt with dynamic inverse.
File Size || no encrpt 4 Byte 8 Byte 16 Byte 32 Byte
1024 0.000405 | 0.015836 | 0.021137 | 0.035539 | 0.063867
2048 0.000487 | 0.030277 | 0.040767 | 0.069592 | 0.125029
4096 0.000724 | 0.058903 | 0.079509 | 0.137799 | 0.249370
8192 0.001105 | 0.113953 | 0.149238 | 0.259138 | 0.450452
16384 0.006486 | 0.222639 | 0.285642 | 0.497430 | 0.831375
32768 0.003881 0.439951 0.558500 | 0.979805 1.599722
65536 0.008251 0.875669 1.105234 1.925645 | 3.132511
131072 0.012511 1.746037 | 2.192171 3.827149 | 6.198174
262144 0.025522 | 3.478191 4.368258 7.626717 | 12.348280
524288 0.049790 | 6.965234 | 8.721424 | 15.246322 | 24.607520
1048576 0.098752 | 13.892446 | 17.434554 | 30.453958 | 49.153362
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Fig. 6.3 Transaction time of decrypt with dynamic inverse.
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Fig. 6.4 Throughput by blocksize.
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064 100000000000O0O
Table 6.4 The slope for a share.

4 8 | 16 | 32

slope | 44 | 5.6 | 10 | 16
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