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Abstract

Fast Packet Classification

on a Data-Driven Network Processor: DDNP

Daichi MORIKAWA

With developing all-optical communication networks, highly-functional and high-
speed boundary routers and home gateways are becoming to be required. To satisfy
these requirements, novel NPU with programmability and high speed performance close
to performance by hardware implementations is expected to be developed. The final
objective of this research is to establish the construction of a network processor (DDNP)
based on the data-driven scheme having highly pipelined processing capability.

In this paper, a high-speed pipelined algorithm for packet classification which is one
of heavy load functions within boundary routers is proposed. The paper then presents
its software implementation scheme on a data-driven processor that having flexible
capability of pipelined parallel processing. Then, an evaluation board for DDNP which
evaluates performance and measures logic scale of hardware including the proposed
scheme is described in this paper. Finally, it is shown by simulation and experimental
hardware evaluation that the scheme achieves maximum performance 12M IPv4 packets

per second by only 6% additional hardware cost.

key words Network processor, Packet classification, Longest prefix matching, Data-

driven, Self-timed super-pipeline
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don't care 0000 00000000000000O0DODOODO TCAMOOOOOOO
0000000000000 TCAMOOODDOODOO0OO0O0O0O0O0O0O000000000
000000000000000000000000000000000000CAM

ggoobobbodoooobbbbooogobobbooooobobboooon
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00000000000000000 TCAMODODOODOOODOOODOODOODO
gobbbodoouoobbooooubbobooooobbbooooobbboooo
gono

gobbooboguobboouobboooobooubbooouobobobooobooboooo

gobobboogboobobooooooboooobbooooboobooood

Field

memory Iocatlon. 19 ‘ N

Memory Array TCAM

matched: 0 1 0 i 1

Priority
Encoder

l memory location

Action Memory TCAM

'

Action

024 TCAM

0230000000000 b0b00o0oboo0b0ob0oobooboboobobooon
gobobooobobooobbooobboobobooobbooobbooobbooooo
goooodoobooobbooobboobbooobbooobbuoobobboono
ggooooobbooodoooboboboooooooobobooboooo,oooooobooon
oobooboodobobooobbooobboobbooobbooobbooobbooooo
gobooooobooobbooobboobbooobbooobbuoobobbooono

gobooobbooooobooobooooood
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022 00000000000000O0O0O

Algorithm Time Storage
Linear search N N
Hierarchical trie wd NdW
Set-pruning trie dw N1
Grid-of-tries w NW
AQT aW NW
FIS-tree (I+1)W 1 x NU+1/D
RFC d N4
HI-Cuttings d N
Tuple-space search M N
Ternary CAM 1 N
Bitmap-intersection | dW + N/memuwidth dN?

N-Number of Rules W-Width of dimension

d-Number of dimensions a-Tunable integer parameter

24 0OJ000O0OO0OOOOOOO

O00ONPUODOODOO 2000000 300000000DO00O0 NPUODODOOO
gobooboboooobboooobbbooobbbuoooobbbooubnbboooo
goobobbdooooobobooooobbbdoodub bbb bbooOoo

O000O00oO0oOooO NpPUDODOODOODOOODOOODOOOODOOOOOOD

OO00OO0ONPUDOODOOOODOODOOOODOOD

uooboooooood

e Lookaside OO

e Flow-through 00 O
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goono

Lookaside 00000 2500000000000000000D0DOO0ODOOOOONPU
000000000000 000D0000DO0bOO0O NPUDODODODODOOODODOO
goboooooooobobbooobbooooooobobboooooooobbooon
0000000 NPUDDODOOOOO ZBT SSRAMOOODOODODOOOOOOOOODOO
O00b0O0O0OO0bOOO0oO0oO0oobOooOOoOobOOooNPUDODODDODODODODO
gobobtbooobbboooobbtbooobbbuooob bbb bbooOoo
gobbbooogbbboooobobbooobobbuoooobboooobobobooan
O0oboo0oboooOOooo0o 400000000000 DO0OOODOOOODODOObOO
OO00O00O0O0o0OO0bOO0o0o0O0bO0obOo0ooDOobO YOobOobObOO0obOOobDOoOobOOoDboooo

gobbbooobbtbooobbbooobobbooo

Classification

Coprocessor
Memory
Interface
To —P> — —P To
Switch NPU Framer/MAC Line
Fabric - — @— Interface

0 2.5 Lookaside OO

Flow-through 00000 26 000000000000DO00OOCO0OO0OODOOOOOO
b bbooooobbbbbbbbbbbobbbbooboboboo
O000Oimngress 000 000O0ODOODODODDOOODODOOODDODODOOODOD
Uodoboobbbobuoobuobbidbbegress oo boooobn
goboobobooooboooooooooooboooooobboodoooooooobooo

OODOWAN/MANOOOOOOOOOC-1920000000000000000000
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Control
Processor
Classification
To —P —P» Coprocessor —- To
Switch NPU Framer/PHY Line

Fabric -

A

— Interface

0 2.6 FlowThrough 00O

0000000000000000000000000D0000000O0O0o0Oo0OO0OO ASIC
goboboboooobbtboooboboboooobbuooobobboooobbbooono
000000000 CAMOOOOOOO0ODOO0OODOOODO0ODOOO0DOOOOODOOOO
0000000000000 00000000000000000000000 CAMODO
OO0O00obO0bOo0oOo0obOOobO0oboboboooooOoD 230b0b00ooOooDOoDOonDO

0000000000000 0DooD CAMODOODODODODOOOO

023 MANODOOOOODDOODOOOOOOOOOOOOOOODOOOOO CAMOO

Lookup Entry size | Entries | CAMs needed
MAC Address 48 bits 64K 4.5Mb
MPLS Label 32 bits 256K 9.0Mb
IPv4 Route 32 bits 512K 2 x 9Mb
IPv6 Route 128 bits 128K 2 x 9Mb
IPv4 Five-tuple | 104 bits 256K 4 x 9Mb
IPv6 Five-tuple | 296 bits 64K 2 x 9Mb
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25 OO

gobobboooobobbodoooooboooobbooooboboooonoobooon
gobobobooooobobuoooobobbooobobbuoooobbboooubLbbooOon
gobobobooobobboooobbtbooobbbuoooob bbb booOoo
gooboooooboboooobobbooobobboooobbbooooobboogn
gobboobooooboobooooobboooobbobuoooobobooouobooboogon
gobobbooooboobooooobobbooobbobuoooobbbooouobobobooon
gobobboooobboooonboo

gddouobboooooooooooobbbbbbbouoooooo

uogoobooodaooon

gooboodon

gobbbooobbbooobobbuooooboboo

gobbboooobboooobood

uoooooooooon
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3.1 OO

gogbobobobbooooobobbooooobobobooooobobooooobooboboooon
gobooboboooooboboooobbobooobobbuoooobbbooubLDbbbooOon
ggobbodogouobbooodbbooooobbboooobbbooooobon
gobbobooooboboooooobboooobbbuoooobboooubobobooon
ggobobobodoooooobodoooobobbooooobbooooobobooogn

uobobboooobbboooobobobouooooooboa

e JUUO0OLOOLODDOOUUOOUDLOLOUULOUOULDLDDLOOUUODLbLbDUOOLDOO

OO0Index JumpOOOO [11]0000000000OOOOO
e JUUULOODODODLDLOUUOUOOOOUOUUOLULODODDLOLDLbOUUOOOOUULLD

0000000000000 LC(Level Compress)-Trie0 0000000

3.2 UOUOUooon

oboboooboob,o0boboooboobobobooo 3oooog.

o 110D

e DO UDDODOOO
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3.3 000000

o 100D

00000000000, 0000000000000000000000000000
00000000000, 00000000000000000000000. 00,000
000000,0000,80 x0 110 [8, 11] = [1000, 1011] = prefix(10%), x 0 1023 O
[, 1023] = [, 0000001111111111] = prefix(000000*) 00O D ODO00. OO0 10230 x
0 [1024, ] = [0000010000000000, | = prefix(000001*), prefix(00001*), (0001*), (001%),
(01*), (1Y) 0OOODDO0OO0ODO0,00000000000000000000. 0000,
00000000000000000000000000000000000000000
00000,00000000000000000000.

00000000000000000000000000000000000000000
0000000000000000000000000000000000000000C
00000000000000000000000000000000000000000

00000000000000000000DO0 [13]0

3.3 Uuoouggg

0000000000000 000000000000000000000000000
00000000000000000000
000000000000000000000000000000000000000
bit 00000000000 00000000000000000000 [14](15)[16000
00000000000000000000000000000000000000000
00000000000000000000000000000000000000000
0000000000000000000000000000000000000000
00000000000 THe00O0O000000 31000000000000000
00000000000000000 (00000000000000000)000000

00000000000 0000000000000000 Path Compress 00000
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3.3 000000

00 01 10 11

000 001 010 011 100 101 110 111

0000 0001 0110 0111 1011

M0111
00101

101000 101001

11101000 111010001
O 3.1 Binary Treel

O00000000OBinary TreeJ0D 00000 DODOOODOOODODODOODOOODODO
gdodooooooooobbobbbboooddogooooooooooooo
00 Patricia Tree 0000000 3.1 0 TrieO Pass Compress 0 0000000000
00O Patricia Tree 00 3.20 000 Patricia Tree 000000000000 O0O0O0O nO
0000000000000 (2n—1)0000000O00O0O0O0O0O0ODOODOOOOODOO
0000000000000 000000D00000000000Path Compress 00O
gooodooboooooooobooobbooooobooooooogooooooo
gddddooooooooooooooooboboobobbobn
000000000000 Level Compress 00 00O Level Compress 0000000
2*0oooOooooon MultiWay 000000000 ODOODOODOODOODOODOOO

goooogoood

e 1J0D0D0ODUDODODODUODDUDUODODODDODO O(loglogn)DOOOODO

o JJUUU0UUULUUUUUUUULULULOLbOOOLDODODODODUOLULOLOLUUUUUU

000000000000 00000 LC(Level Compressed)-Trie0 000000000
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3.3 000000

0000

11101000 11101001
‘z x;0111

101000 101001

S : Skip

O 3.2 Patricia Treed

yjddddddddddduuouuuouuooboooooobobooboboobobboboboo

o000
S=4
000 111
S=2 011 101
00101 010 100 110
10111
0000 0001 0110 0111 10101 10110 11101000 11101001

S : Skip

101000 101001

0 3.3 Level Compress TrieO

LC-Trie00000C000DOOCOO0ODOOOODOOOODODOOOODO

e BranchD 00 ADDOODODODD 2*000000000000000000k=00
0000000000 (00D)00oD0D0o0o00oo00
e Skip Path Compress 100 00000000000 DOOOOOODOOOODOOOO

O bitD SkipOOOOOOO
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3.3 000000

e Pointer 00D ODOODODODODOODOODOOOOOOOO??0 LC-TrieO OO
ygbboodoboobobooobbboouobbooubboboboobobbUooUoo

ogboooooooooooobbbbbboooogo

0330000000000bDO0oO0 3.100oo
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3.3 000000

031 LC-Trie0 00000

Branch Skip Pointer

10

11

12

13

14

15

16

17

18

19

20

3 0 1
1 0 9
0 2 2
0 0 3
1 0 11
0 0 6
2 0 13
0 0 12
1 4 17
0 0 0
0 0 1
0 0 4
0 0 )
1 0 19
0 0 9
0 0 10
0 0 11
0 0 13
0 0 14
0 0 7
0 0 8

032 000000000000

nbr

string

0

10

11

12

13

14

0000
0001
00101
010
0110
0111
100
101000
101001
10101
10110
10111
110
11101000

11101001
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34 UO0O0OOOOO

gobobboooooobodooooobooooboboooobbbooooonoobooon
000000o0000o0oo00o0o0o0o0oUoo0ooo0ooooUooU [11juoo

uobbboooooobbboouobbbooobbboooobo

| I | | } Index Jump
L

1st-Dimension
LC-Trie search
1st-Dimension
Prefix check
2nd-Dimension
LC-Trie search
} 2nd-Dimension

Prefix check

]
’
’
034 00O00ODOOOOOOOODOO

0000000000000 IndexJumpOOOOOOOODOOOODODO 3500000

gobobooobobtooooboodxgbobooooboboobobobooobobooaon

IndexOODOODOODO

Reference Field1 Reference Field2 Reference Field3 Reference Field4

« Ll L]

IR S S S O
1 @ X2 @ X3 @ x4 = Index

@ : concatenation

0 3.5 Index JumpOOOQO IndexOOOOO
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O0000OIndex Jump OOODOODOOOOOOODOOODOODOOOOOOOODOO
0000 (100 n)0000000O(22,) 0000000000 DDOOOODODOOO
goboobooooobobooobbbooobooobboboooobbobboboooboobooo
Index Jump 0O OOO0O0OOO0OOOOO0ODOOO0ODOOO0ODOOODOOOOODOOOOO
000000000000000Mae-West 0OOOODOOOOOO [17]00 400000
000000000000 0000Index Jump 0000000000000 OOOOODO
gobobtbooobobbuoooobbbooobobbuoooob bbb booOoo
O00OIhndex JumpOOOOODOOOODOOOODOOOOOOODOOOODOOOODDOOO
oboooboobooooboboooooo

0000000000000 0000 2000000000000/000IPOOOOO
0000000 /O0000000000000000000O00O0OOO 400000
000000000 20000000 IndexJumpOOOOODOOOOOODOOODOO
ooo0o0ooOOo0oOobOobOobOobDOooboOooOooobob0 100D 1bObOoboDOobOobDOooo
goboboboooobobboooobbobooobobbuoooobbboooubLDbbooOon
ggbbbodooobbooooooouobbobobboooobboooobobon
IndexOODOODOOOODOOODOOOO0OOIndexJumpOOOOOOOOOO0OOOODOO
O000OIndex JumpOOOOOOOOO0OOOCO0ODOOOOOO0ODOOOODOOOOOOO
2000000000000000000000000 (N+1)000000000Index
Jump 00000000 0ODOODOODOOOOOO

gobobbooobobbodoooobbuoooobbboooobbboUbobboooo
0000000000000 000DOO000DOo00DoDOd Index JumpOOOoOOd
000000000000 00Index Jump OO OO0OO0OO00ODOO0OOODOOOOOO 3.6
gboboooboboooboboobOo 200b0oo0Oo0obOoobOobDoobOoboOoOobo

OON+100000000Index JumpOOOOOO0O0O0OO0OD0O0OOOODOODOODOOO
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3.5 U0O0O00O0ODODOoOobDOooDbo

Reference Field2a Reference Field2b
Reference Field1 \ / Reference Field3 Reference Field4

« L « L] L

R IR
x1 @ x2a® x2b @ x3 @ x4 = Index

@ : concatenation

036 OD0OODOOO

3.5 Ubouououoooboouod

0000000000000 0,0000000 IndexJumpOOOODOODOOOODOO
gobo,bgboogobboo,ogbobbdbooobooobbooobboooobobod
gobo,bbogoobbo,bdgobobbooooobobouooobobbuooobnobooo. boa
O, Index Jump 000000000 200000000000,0000000, LC-Trie
0000 Prefix D0 0O0ODODODOOD. ODODDOOODODDOOODODODOOOOOOOOOO
gogooooooooooooooboobooooobobobooooddooouooog,ga
ggddoooooobobobobobboooooodoooooo,0oboo0guuoguo

goboboobooooboooboooon.

1. Index Jump OO O ODO00OO00D0O0OO0OOO0ODOOOODOODOODOODODOOOO
000000000000 Index JumpOOOOOOOOOOOOOOODODODOO
ugobbioodo xgbbooooboobuoooobobooooooboobooo

2.00000000 IdexJump O OO O0O0O0O0O0DO0O0OO0OODODODDOOOOOOOOO
LC-Trie 000000000 DO0ODOODOOODOOOODDOOODOOOODOO
o0000ObO0o0o0oboOb0oOoO0obDbOOoOoobDbOo 3vybooUobUobobOobOOoOoo
LC-Trie0D0O0D0O0O LC-Trie0 00000000000 ODOO PrefixO0O0O0O

gogoboboogoboboogoboobboooobobbooooooboaon
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Mem Mem || Mem Mem
} vy } 0
Q
wn "W T "W W‘m”
ny |EZ |23 |33 |%a & =
QT o—p3 o3z al-»aal—e S S
>0 © X Sl IS 55 - =
(IJF_D._ g

037 DODOOOOODOODODODOOOOO

0000000000 LSI00o0oDoooooooooooooooooooooon
0000000000000 00Index Jump OO ODOOO0OOOOOOODOODOOODOO
goooobobobobobooooobboooouobobbooooouuobbbooooo
LC-Trie 0000000000000 DO0O0OOODOO0OOD0OOOODOOOD IJFODOOO

00000000000 [19]0

3.6 U0

gbobooboooboobboobbooboooboobboobbooboooo
ggooobbboobbbobbtbddoooooooooobobobooboboobboon
gdddoooobobobobbbbtboobbbooooooo0000uouououob o

gogooboboboobbbboddoooooooboboobbobddooooooooobooo
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3.6 00O

0000000000000 00O000DO0O000o0OOg LC-Trie00O0O0OODOOO
0000000000000 000000D0D000000000Index JumpOOOQOOO
dgoooooboobboboooooooguobobbbb b0 oogoooo

gobbboogoobobooooboobooooobobooooboboooobobbooon

— 30 -



(1 4[]

DDNP OUOOOOOOoOOoooon
HRERERERERE

4.1 OO

O0DO0000 VLSIODOOoDDOooooDooooooooooooooooooooo
O0d0D0O0oO0000ooooboOoDod0o0ogooobbooo0o0oOoOoooOoo DDMP
goooooon [QO]DDDDDDDDDDDD 1.2DDDDDDDSGOOMOPS(MHHOH
Operations per Second) 00D 000000000

oo oooooobbb oo oguoooo

uogbobboooobbooooobooo

4.2 0000000 0O0OO0OOODOOOOOODDNP

ggobbbdoooduobbbtooooobbbbooubobbbuooooobbboo
gogobobobooouboboboooobbboooooooobbboooboooobon
goboboobooooboooboooobobboooobobobuoooobobbooouoboobooboogn
gobbboooooboboooobbobooobobbuoooobbboooubobLbooon
gobobobooobobboooobbtbooobbbuoooob bbb boooo
00000000000 DOO0OODDMPOOOODOODODODODOODOODOODODOO

goboboobodoooobobooooooboobobobooooobbooooobobobooogn
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4.100000000000DO0ODO0OO00OO00OO00O0ODOODODODODODObOObOOn
0000000000 (nPE)D0D0O0O0O0O0O0OOO0O0OO0O0OO0O0OO0O0OO0O0OOOOO

000000 PEODOODOODOODOODODOODOODOO

A data-driven
Input Data e . .
multiprocessor chip
|
Y
PE1 %] = [0 "F /
- C_SD. — n-2 = M  t— MM
) ’
: Y
—» © —» nPE
nPE 2 @ Internal External
g n Mem [* TP = pem
1 \ *
C \
APE3 [ @ —» nPE N l
< & " ‘¢— D |4——— CPS
| A
v
Output Data nPE : Nano Processing Element

M : Flow Marging Module

D :Flow Dividing Module

MM : Matching Memory Module

FP : Function Processing Module
CPS : Cache Program Store Module

041 DO0O0OO0OODOOOOODOODOODOOD

O0000bOO0bOobOobD 4200000000000 0D00D0ODOOOOOODOOD
O0O00D0O000OO0 DDNPOOODOODOODOODOOODOOOO nPEOODODOOO
gogoboooboboooooon

ugoobooboobododooooobooobobodooooooboboobooooooon
ggoobooobooboobbtboddoooouoobooobbooooooobobooobo

ggobobobboogooobobobbodooouoobooobbooooouooobooo
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|
nPE for nPE for nPE for
Folded Header Packet
Pipeline Processing Classification
Input Output
Packet — Interprocessor Router . Packet
nPE for nPE for nPE for
another another another
calculation calculation calculation

N DDNP mutiprocessor chip

042 00O0OD0OOO nPEOOO DDNPO

DDNP for
Packet
Classification

1

Input | DE::;i;?r ‘ | Output
Packet P : Packet
rocessing

043 00O0OOO0O0OOOOOODOOOOUO DDNPODOOO

4.3 0OU0OU0OOO0OO0OOOOOOOOOO

goboobodooobbdbooobbuoooobobooooooboooubboooooo
gooobooobooobob 44000000000 DOD0ODODODOODDO0ODOODDOODO
gobobbobooouoboodouoobooobobooouoboboobboooobobooboooooo
000000 (00 Control Data) 00D 0OO0DO0OOOD0OOO0OOOODD (DO DL)OO
DDNPOO IPODOOO0OOO0OOODDOOO0OOO40ct(32bit) 000D 000O0DOOOOO

0000000000000 00000 (00 DX)ooUooolo0ooooooooooo
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gogbobbooooboboooobooboobboooobbbooobbboooboobooaon

< 74bit > 32bit < 32bit q
Control Data DX DL

044 000O0OOOOOOOOOODOUODOOODOOUODOUODOUODOO

4.4 0O00O0OO0OOOOOO

uogoboodooboboooobooboooobbuooobbboooboboooboboboa
000000o0oo0o00oDooOOo0ooooog LC-Trie000O00OO0OOODOOOOOODO
gogbobooooboboooobboooooooboooobbboooobLbbooooo
gogbobbooooboboooobboooobboooobobboooooubbooooo
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gogbobooobobotboogobbuooobboooboboooon

LC-Trie0 000 2000000000000 0000ODO0ODODO0ODO0OOUODOODOOO

goboboooobooobboogn

e LC-Trie0 OO
e 000DODOODO
4.4.1 LC-Trie0OOO0DODO

LC-Trie 0 OO0 OO (SearchTrie) 00OLC-Trie 00 1 0000000000000 0ODO

ggooooooooooooobobobobobbbbbbooooo

1. 0000 (LC-Trie Table) 000 000D
2. 00000000

3. 00000b00o0obobooboboboog
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4. 000000O0ODOOOOO0OO0OOODOOOODODOObOO

5. 000000 DbObOOObDUOObOObOoD

O00D00o0b0oobD 450000

LC-Trie Table
[ J
Intermediate Search Result :
| Posi) | Branch() | Ptr() o Branch | Pir.(i+1)
LAl (i+1) | /Prefix Ptr.

Y, '

Part of Search Data

T
P v
| Pos(i+1) | Branch(i+1) | Pir(i+) e i 0 0 Prefix Ptr. |
|

| Search Data | Search Data |
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0000 32000000 (IPv400000)0000000O0O32000000000
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goobooooooood
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gboo0oboooboob 4000000010000 DODODDODOODDDOODODO
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Input packet

Branch = 0 Branch == 0
Next Node Data Prefix Check Data
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goboboboooogooobbbooooooobboooooobobboooooooo
O00D000000000000Skip0000O00OO0ODO0ODODOOO
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Branch Pos Ptr.
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A
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A
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e SRCHTRI6
64bit 00D OD0O0O0OODOODOOOOO0OOOODOODODODOOOOOODOOOOO
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