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Contactless smartcards: The Future Payment Systems

for Hnn&al(nng's Public Transport
By Brian

. Introduction

1¢ interest in a particular subject is measured by the
number of invitations to attend conferences and
present papers thex, in 1996, two technologies “The
NET"” and "Smartcards” appear to have well and
truly arrived in Hong Kong, While the Intermnet ig
extremely exciting in providing access (o the
information highway and new developing services,
in the short term, it is available to 10-15% of the
“connected” populaticn. As a comparison, it is
likely that over the next year, smartcards will
become available to the majority of people in Hong
Kong and influence how we earry out our day to day
fimancial transactions.

Why is it that smarteard technology, which has been
around for over 20 years, is suddenly emerging as
one of the "new"” technologies? CQoite simply the
answer is - coonomics. The cost of the cards and
the processing equipment has consistently fallen on
a year by year basis, while their power and storage
capacity hag dramalically increased. On the other
hand, traditionzl revenve collection systems have
reached stability in terms of cost, but have litle to
affer in terms of equipmant and system innovation
and potential for improving operational efficiency.
In Hong Kong, the public transport operators were
amongst the first to recognize the opporiunities
which smartcard technology could offer and begin
Planming for its implementation.

The Transport Application

The participating public fransport companies
_ established a joint venture, Creative Star, to develop
and operate the system.  Creative Star is jointly own
by the five major ransport operators including the
hdass Transit Railway Corporation (METC), the

mibers, General Manager - Creative Star

Flate 1 Contaciless Smarteard

Kowloon-Canton Railway (ECRC) Heavy and Light
Rail Divisions, the Kowloon Motor Bus (KM,
Citybus and the Hongkong and Yaumati Ferry
{HYF) and in June 1994 it announced the award of 2
HE$5400 Miltion Contact with ERG Limited of
Australia for the largest Contactless smartcard
multi-applization project.

The business case, camied owt prdor to the award of
contract, recommended the implementation of a
trangport-rélated, mult-application, stored value
card on the bases of benefits to both the Operators
and to the end Cuostomer, the ravelling public,

For the Transpori Operators who operate existing
automatic fare collection systems {such as the
MTRC and KCRC), thé main quantifisble bepefits
were derived from reduced maintenance of solid
state card processing modules over the current
electro mechanical magnetic ticket processors,
reduced faulty card handling and card reeyeling
costs. In the case of those companics employing
cash based systems such as the bus operators,
benefits were identified from redoced cash handling
and in providing a system platform which could
accommedate mote complex fare collestion
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strategnes such as intermodal through ticketing  and
distance farcs. The systom mmfrastructars which
supports card operations is shared between the
participating operators and provides the added
ecomomy of seale in operating swch a system.

For the public, the main benefit will be the ability to
use the card om all the participating operating
syatems. In addition, the Contactless smaricard will
he significantly more reliable than the magnetic cand
with a targst 10 fold improvement in fransaction
failure rates.

In addition o the quantifiable benefls, oiher faciors
which participation in the mulii-transpoert CSC
project provides are:

& Ability for Operators or Service Providers to
reduce the high risk'[and cosl) ar entry into an
advanced smartcard project without commitiing
high level resources 1o the design and operation
backend card 1ssue and confrol systems.

@ High probability that the card will achieve z high
market penetration at least as great as the current
magnetic Common Stored Value Card (CSVT)
which is comently held by neacly two-thirds of all
adulis in Hong Kong, Thos will also ensure that 5
critical mass exists from which viable product
development, such &s personal readers ete, can be
sustained.

@ The C3C provides the vehicle for nol anly
collective and individual operators marketing
initiatives, but also the opportunity for specific
alliances between organizations, for example, in
establishing intermodal discount between
OpEralors el

@ Total flexibility for different revenue charging
methodologiss to be implemented completely

under the control of the respective Opsrator,

® It eatablishes a co-operative framework and focus
point in which future developments such as
expansion of facilities accepting CSC on the
transport services sVEIams o premises can be
discussed and collectively negotiated.

@ Personal preference data carried on (he
personalized CSC's can be established to enable
futere systoms and cquipment to intorface more
effactively with the needs of people with
disahilities.

@ Finally, it provides a technology platform which
ig in tune with the positive mage of continnous
improvement of Customer Service to the
travelling public of Honpg Kong.

With so meny positive aitcibutes and benefits, why
is not everyone involved in payment services
adopting smartcards? The principle reasons are the
obvious ones, cost and risk.

For medinm to small applications the capital and
operating cost of running such systems can be
prohibitive and some companies may prefer
ndependence rather than collaborative efforis to
achieve a viable critical mass of card holders. It is
also relevant that there are 2 number of competing
smartcard pmducfs courting the volume Service
Providers, such that in some coses a "wail and see”
approach is being taken. Such an approach may
appecar prudent, but as recently reported on the UK.
highstreet supermarket lovalty schemes it can
quickly lose a company the competitive edge apainst
maore dynamic organizations.

There is also perhaps the risk of “jumping in" too

early, before the technology is proven and again an
element of risk must be taken if all the advantapes
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of techoology progress are to be exploited in
improving performance.

System Configuration
In terms of delivering the projected benafits of a
Contactless smartcard system, the fundamental
requirements of any compuier based data processing
system of performance, reliability and resilience at
all levels must be achicved,

Technically, the system can be logically considered
in four interconnected layers supported at lis bage
by the 3 Million Contactless smartcards, Failure at
any level (however infrequent) must be tolerated and
Eyslem operation maintained such that the card user
is unaffocted.

The communication links between the layers are a
combination of private and public communication
links, however sscurity is established by peer to peer
authentication and by encryption of critical data
elements,

Fig. 1 shows the Hong Eong Syztem Overview

@ Layer 1
The Central {Tranzaction) Clearing House

& Layer 2
Service Providers Central Computer Data
Processing System

® Layver 3
Service Provides Local Data Processing

® Layer 4

Contactless Smart Card Processing Equipment

Layer 1 The Central Clearing House
The prime function of the Central (Transaction)

Clearing House iz to consolidate all transactions,
facilitate revenue seftlement and maintian the master
and transacion records of each Contactless
smarteard.

The transaction record will be sent to the Centeal
(Transaction} Clearing House and recorded againgt
the Contactless Smart Card account. On =ach
tranzaction an audit trace mumber will be assigned
which will provided 2 sequental check to indicate
any duplicate or missing transactions.

The Central {Transaction) Clearing House will
consolidate each day's records, both deductions and
value loaded, and undertake the revenue sharing
funds transfer between the participating Service
Providess and Acguirers.

System performance and accounting reports will be
generated and disteibuted electronically to the
Services Providers.

The card issuing and equipment registration
databases will also be maintainsd by the Centra]
(Transaction) Clearing House.

The Central (Transaction) Clearing House system
{(CCHS) will consist of a primary site (CCHS-
Primary) and a backup site {CCHS-Backup).

The purpose of the Backop site is to allow CCHS
normal operation to rasime 43 socon as possible n
the case of disaster at the primary site (c.g. fire).
The backup site contzins all the critical system
components that are needed for the CCHS to
opomate.  All communication links are configured to
facilitate antomatic switching to the operstional site,

The CCHSE servers are high performance Unix
systems designed to handle berween 3-4 million
transacticns cach day.
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Data confidentiality will be strictly observed both
for the individoal cardholder transaction records,
and alao for the individual Service Providers
The CCHS
provides the top level security key management
EYsleTn.

Ninancial and uhlization records.

Layer 2 Service Providers Central
Computer Data Processing System

The Service Provider Central Computer (SPCC) will
collect, process and distribute data from and to each
of its primary locationg. As an example, the MTRC
SPCC will collect transaction data from each of its
stations and debver through data links to the Central
(Tranzaction) Clearing House. The SPCC acts as 2
hmob data concentrator for the Service Provider and
carries out repular data transfer to the CCHS. The
SPCC will consolidate the data for generstion of the
Service Providers' own comprehensive management
and scopunting reports, and also distribote system
data such as blacklists and particolar Service
Providers specific data such as the fare tables.

The Service provider has eomplete indapandent
control over his fare policy and level of detafl of
management reporting. Fare changes may be
centrally downloaded from the SPCC and
distributed down to the processing equipment tier,

Again a distribated computer environment will be
utilized however the capacity and performance
requirement is depend=nt upon the pariicular
Service Provider's systam sizing.

Laver 3 Service Providers Local Data
Processing

Fixed Installations

At the local level, in the case fixed installations such
& MTRO/ECRC stations, a workstation is provided
with local eommunication links to each piece of
Contactless Smart Card processing cquipment. Data

from within the practical geographic boundary of
the Service Providers facility is collected oo a real
time basis from the Contactless Smart Card
processing equipment, The dara is sent in batches ta
the SPCC and also retained locally wotil dara receipt
iz verified. Awdit data js retgined o pencrate local
management reports at the completion of the
Serviee Providers operating day.

Distributed Central and Service Providers Central
Computer data, such as blacklist dara, is routed
through the local processor to the individual
PrOCE3sons,

In addition to the data processing role, the
workstation acts a5 a control and monitoring device
for the local configuration.  Eguipment status is
monitored and alarms and preemplive wamings are
ammunciated on the workstation VDU Information
and control from the AEC gvstem can be routed Lo
higher level station management systems which
supervise all easential station services.

In the case of unmanned locations, such as the LET
atops, the station data concentrator acts mors as a
router, passing alarm and moenitoring information
upwards oo the LET central system.

Mabile Installations

For the Bus Operators, data will be collected from
the buses when they return to the respective Depots.
Transponders located at the depot entrance of fusl
bays will antomatically establish data transfer using
microwave links and send to the Bus Depol
Cormputer which will carry out similar functions to
that ¢f the fixed installation computer.

The Bus Depot Computers (BDC) are UNIX
workstations. The BDCs communicates with the
SPCC in X.25 and with the mobile bus equipment
using wireless LAN. The wireless LAN is equipped
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Plate 2 Bus C5C Prescasor

at the Depot fuelling bays and provides through
bandwidth to commect up to 21 buses simultaneously,
and complete all data transfer within | minate fo
cach bus. The data sent to the BDC are audit
registers and nsage (ransactions. The data
downloaded to the Bus includes cperational
parameters, fare tables and blacklisted card
information.

Layer 4 Contactless Smart Card
Processing Equipment

The interface between the patron and Service
Froviders fare collection equipment will be via the
Contactless Smart Card processing equipment. In
the: case of the Transport Operators which already
have AFC eguipment, this will involve integration
into cxisting equipment such as fare gates while
others such as the Bus Operators will have
passenger operated Bus C3C processors (BCP)
installed which are monitored by the Bus Captains
using a Drivers Display Unit (DDLT).

Every processor is squipped with a Sony card
readepwriter  The reader/writer uses inductve RF
coupling to transmit power and data signals to the
processors inside the Contactless Smart Cards. The
vperating renge between the card and reader/writer

antenna 5 0-100mm. Al data communications io
and from the card ars encrypted.

When the C5C is placed in RF field secority, data is
paszsed between the card and reader and if
authenticated then trangaction data is transferred,
Armunciation of the transaction process o the card

holder is via the passenger information display and
by audible tones,

Flaste 3 LET Platfarm Proceazor

The readerfwriter is connected  the equipment's
main processor board through secure high speed
serial communication channels. The main processor

‘board carries out communicadon management and

main equipment processing functions such as fare
calculation and blacklist checking all of which mus!
be complered within 300msS.

When the electronic value is folly expended, or at
any time when the patron wishes to top up the
Contactless Smart Card value, a variety of methods
will be available.

Value may be added using Add Value Machines
(AWM strategically [ocated throughout the territory
The AV will accept cash andfor bank electronic
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fonds tmnsfer.  Alternatively, the patron may hand
cash Lo the Service Providars Customer Service
Center operator for the electronic value to be
transferred onto the Contactless Smart Card using
an offies based CSC terminal.

In addition to cash tramsfer, the Contactless Smant
Card cardholder my elect to have asiomatic value
added to the Clontaciless Smart Card at the Service
Providers fare processor. The cardhalder will
authorize the Central body to debit the cardholders
bank sccount for every automatic re-valuation, The
revaluation will occor when the Contactless Smart
Card reaches & predetermined amount (typically
HES$20), and the patron is notified by indications on
the Passengers Information Display.

Besides dedicated enquery units, the AVM: will also
provide enquiry facilities to enable the Patron to
check the elzcronic value remaining on the CSC,

Implementation Issues

The introduction of sach a system into s0 many
organizations requires & high degree of planning and
co-ordingtion. In order not to confirse the eustomer,
it is important that consistent design standards and
pser interfaces are osed. At the same time,
flexibility is required to ensure the particular
business requirements of the Operator (i.c. farc
collection methodology) ars not inhibited.

The CSC Contract calls for the provision of the
Central Clearing House System and all the
Operators' equipment.  Creative Star undertskes the
project management incloding the coordination for
design submissions approvals. This role was
particularly important in ensuring common
equipment such as the Add Value Machines are
suitable for all operators environment and would be
instantly recognizable a3 being a C5C related
device.

!

Flate 5 Rl Gale Adapiation

For the individual aperatoe’s system design stage
the co-ordingtion role of Creative Star is les
prominent as the need to establish the detailes
requirements of the operators can only be achicve
by & closer dizlogoe between the designers and th
end user. However, certain "threads" such ag dat
security and overall performance must still b
closely monitored on & total system basis to ensur
there are no weak links in the system.

Besides such technical issues, all the associate:
operational policies such as card control, dat
security, seitlement, refunds, cte. have w be agree
between the participants before operatin
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procedures can be established and supported by the
system components. The full operations is
illustrated in the Process Decomposition Chart
aitached,

Crther emerging issues, such as regulatory legislation
in relation (o "electronic cash”, mnost also be
considered in the scope and expansion capahilities
of the systam.

Programme

The implementation of such large and complex
systems 15 a demanding task, pariculardy given the
extensive hardware and software development
requirements.  Howaver, it is currently anticipated
that customer trials will begin towasds the end of 96
with progressive roll out of eguipment for full
public operation in the Lst half of 97,

Future Developments

The [ocus of the Contactless Smartcard praject is its
Transport applications which will provide the
critical mass of card users. However, the
technology and the level of security are clearly
applicable to any low cash value/high volume
applications such as parking, vending, ete. and these
will be considered once the primary applications arc
operationsal.

Smmmary

The emergence of the Smaricard elecironic purse
prasents many potential benefits to both user and
operator. Swch new concepts also present new
technical challenges to the system suppliers,
developers and operators as well as the legislators
who mnst ensore sdequate controls are in place, yet
not stifle innovation. Hong Eong's ready adoption
of technology has been demonstrated with rapid
growth in mobile phones, internet acesunts and
satellite dishes and Honk Eong will, 1 am sure, Jead
the way in the use of elecironic cash,
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