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Abstract

Billing Protocols in Mobile Communication Environments

Yasuhiro OISHI

We are studying on contents communications systems. Contents communication
using “browser phones”, particularly i-mode, have been getting popular. Billing systems
are located as many functions in contents communications systems.

The research is aiming to install security functions, which are a one-time password
authentication protocol, called SAS, and billing system, called SAS-Coin, to mobile
communication environments with lower processing abilities.

First, SAS-K, a new type of one-time password authentication method, is proposed
to cope with some attacks on SAS. Next, the SAS-Coin is studied, which is a simple
billing method applying SAS-K. The SAS-K and SAS-Coin protocols are installed on a
platform which has three players, Customer, Vendor, and Broker.

SAS-K, and an SAS-K based billing method, SAS-Coin have brought secure func-

tions to mobile communications environments.

key words one-time passwordOpassword authentication 0SASOwiretappingJinper-

sonation

—ii—



