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This paper summarizes High-Speed Multiplication for RSA Code using
Redundant Binary System, which is performed for the degree of Master at the
Graduate School of Engineering, the Kochi University of Technology.

In the communication field, many researches have been carried out into
encryption, which is used to protect communication from unauthorized transmitter
and receiver. This means that the information becomes more and more valuable in
modern society; so-called an advanced information society. The encryption
technology becomes popular in a daily life because the value of information is
recognized higher and higher. Cipher is used for information secrecy and
authentication. The electronic signature is one example of authentication using
cipher. The cipher is classified into two types. The one is common key cryptography,
which perfumes encryption and decryption using a common key. The other is public
key cryptography, which uses two keys; a secret key and a public key. Recently, the
public key cryptography is used in communication area, because of its small number
of keys comparing to the common key cryptography.

The public key cryptography, however, requires complicated arithmetic
operation for encryption and decryption. Therefore, high speed arithmetic
processing is necessary in transmitters and receivers'. This paper proposes a
multiplier using Redundant Binary System (RBS) as a circuit that performs index
and surplus calculations at high speed. We compared the multiplier using RBS with
two kinds of multipliers using Full-Adder (FA), with regard to data arrival time and
gate count. As for data arrival time, the multiplier using RBS is faster than the
multipliers using FA, and this tendency is grown when the number of input data
bits is increased. Improvement in the speed is expected when Booth decoder is
applied to the partial product generation. As for gate count, the multiplier using
RBS requires more gates than the multipliers using FA. Future researches should
focus on the reduction of gate count.

This paper consists of 5 Chapters. The first Chapter describes background
and purpose of this research. Chapter 2 explains the arithmetic operation method of
RSA code comparing with ordinary ones. In Chapter 3, we propose the multiplier
using RBS, and Chapter4 shows the comparison results of multipliers regarding to
data arrival time and gate count. Finally, Chapter 5 summarizes this paper
suggesting future research subjects.
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