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Abstract

Parallel Implementation of TCP Processing on Data-Driven

Firewall Processor

Eigo Shimada

With the prevalence of Internet, the network security is becoming an important
aspect which should be considered in order to keep the network off numerous unautho-
rized access, malicious intrusion, network virus and so on. Among the exiting security
products, firewall system is popular. My work is based on the TCP processing module
of an embedded data-driven firewall processor. As we all know, because of the length
limitation of IP packet and the maximum transition unit (MTU) of link layer, longer
TCP/IP packets will be fragmented when they pass through the network. As far as the
TCP processing module of a firewall system is concerned, a IP defragment and TCP
reassemble processing of the fragmented packets is required before they pass through
other packet content analysis modules such as signature matching so that no malicious
signature which spans two fragments would be ignored. As for the increasing band-
width of network, a high processing speed is also important. In my previous work, a
parallel implementation of IP defragment module and its evaluation on the data-driven
network processor (DDNP) board are accomplished. The evaluation result shows that

the performance gets to 259 IPPacket /sec.
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