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Abstract

Pipelined Signature Matching for

Malicious Access Detection

Takuya Matsumoto

Based on the conception of deep packet inspection, signature matching (SM) of
application layer content is becoming an indispensable portion of most of the security
systems such as firewall, intrusion detection system (IDS) and so on. Compared with
other security techniques like static packet filtering and stateful packet inspection (SPI),
SM is more computation intensive because of the heavy processing load for matching
all the variable length payloads of network packets with the large predefined keywords
set. Since SM module dominants the performance of the entire security system, a fast
SM mechanism is required to keep up with the increasing network bandwidth.

My work focuses on the development of pipelined parallel implementation of SM
module, as well as its evaluation on the data driven multimedia processor (DDMP)
simulator. When developing the SM module, the quick search (QS) algorithm is adopted
owing to its fast performance.

The evaluation result shows that when 4 nano-processor (nPE) is used, the through-
put of SM module can get to 23.02 Mbps. In addition, a higher throughput which is

59.3Mbps can be obtained if the SM module is optimized for URL filtering.
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