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Abstract

Implementation of Parallel Packet Reassemble on

Data-Driven Personal Gateway

Yuta O SHIRANE

Based on the conception of deep packet inspection, more and more network se-
curity products support packet content inspection. However, because of the TCP/IP
fragment mechanism and instability of network, the receiving sequences will not always
the same with the sending sequence in packet transmission. Moreover, it is possible
to evade the content inspection by some deliberate insertion or overlapping operations
on fragments. Therefore, reassembly/defragment of the TCP/IP fragments before the
content inspection is fundamental and critical. This paper describes the design and im-
plementation of a parallel packet reassembly (PPR) scheme based on both TCP and IP
layers in an embedded personal gateway implemented on the self-timed super pipeline
data-driven multimedia processor (DDMP). In our scheme, a CAM is adopted to avoid
the considerable time and space consumption which results from the reordering function
in normal solutions. Furthermore, the non-strict execution mechanism is employed to
the fragmented but sequential segments so as to increase the packet processing efficiency
of the whole processor. Also a fragment attack detection function is introduced in our
scheme to prevent an overlapping. The evaluation result on four PEs shows that our

scheme can achieve 60Mbps reassembly speed even in the worst case.
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