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Abstract

Security of cryptosystem using variable cipher function

FUKUTOMI Eiji

Common key cryptosystems can be analyze by brute-force attack, but analysis
becomes difficult when enough length key is used. To calcurate true key in smaller
calculation amount than brute-force attack, the differential cryptanalysis and the lin-
ear cryptanalysis are proposed. In generally, a cryptosystem which has N-bit length
key has vulnerability when analysis is successful more than 2. Most cryptanalysis
is reduced calculation amount by narrowing key candidates based on input and output
biases. To evaluate vulnerability, existing cryptosystems’ successful rates of analyses are
calcurated. On the other hand, cyrptosystems which are changing cipher function are
proposed. By changing cipher function, an attacker becomes difficult to identify using
cipher funtion. However, it is not cleared that how cryptosystems’ security is changed
by changing cipher function. In this paper, algorithm-generated common key cryptosys-
tems using FEAL and AES have evaluated from the viewpoint of the avalanche criterion.
As results, we have showed that algorithm selection key has data randomizer function
same as encryption key. Moreover, we have indicated the possibility that algorithm-
generated commonkey cyrptosystems can be attack by differential cyrptanalysis. And

we have presented number of updating key for solving above problem.
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