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Abstract

Virtual Secure Gateway on Semi-Ad-Hoc Network

Satoshi NAKATSU

In the future, mobile devices will give us the opportunity of utilizing various ad hoc
networks. In order to take full advantage of ad hoc networks, seamless interoperability
between an ad hoc network and a traditional fixed network such as LAN and WAN
should be required. Particularly, security issues will become more important because
any ad hoc nodes might not be managed under the security policy of the fixed network.

In this paper, this kind of network is called as ”semi-ad-hoc network” and boundary
ad hoc node between both networks is called as ”ad hoc gateway.” However, the ad hoc
gateway is a generally small mobile device so that it can not support heavy gateway
security processes. This paper proposes a smart network using a virtual secure gateway
(VSG) that guarantees the gateway security in place of poor ad hoc gateway. In the
proposed network, all of unchecked packets are first forwarded to VSG using an isolated
path between the ad hoc gateway and VSG before they are routed to a destination
node.

An experimental network with VSG was constructed by using VPN and OpenSSL.
Transmission rate of all links was from 40 M b/s to 100 M b/s. It is enough to accomplish
next generation mobile devices. However, it became obvious that VPN encapsulation
still requires heavy computation at the ad hoc gateway, so that further study on high

performance and low power devices must be necessary in future.
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