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Abstract

An Encryption Method for Digital Video Recorder

OKAMOTO, Kazushi

A surveillance camera system such as a Digital Video Recorder(DVR) is widely
used. In recent years, a DVR which can see a recorded footage from a distant place
has been proposed. This device sends the footage via the Internet. However, there is a
problem of violation of subject’s privacy which cause by an attacker’s eavesdropping.

It is necessary to implement cryptography in the DVR to protect the subject’s
privacy. However, there is an occasion that the DVR can not record the footage because
of high processing load of implemented cryptography. In the case of movie, to encrypting
movie data partially, the movie is secreted perceptually. To reduce processing load on
the DVR, it is effective to reduce data which should be encrypted.

This paper discussed an encryption method that choose encryption data, and en-
crypt movie data partially. In particular, I study a method to encrypt I-frame by process
of movie compression. This discussed encryption method is showed the encryption pro-
cessing performance became about 4.8 times in comparison with the encryption method
which encrypts all movie data. Therefore, it is compassable to implement cryptography

in DVR, under some conditions.
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