P2PpOO00O0OO0O0O0O0O

bbb tdbtoboton

oo oao

00 0P2P(Peer-to-Peer) 0 0000000000000 0O0OO0ODO0OO0ODOODOODOOO
goboboodoobobboooobooboooobbbooobbboooobobobooooooD
OO0DbO000O00O00OOO00bOO0DOOoO0oOo0bDOobooOooDOoopP2P,O0DOODOODOOO
0000000000000 000 (PKI) 0000000000000 00O000O00O0O
0000000000 (CA)D0D0000000O0O00O00O0O000O0OO0ODO0OOOO
OOOoO0oO0bOo0oboOobD p2POD0OOO0O0OCODOOCODOOODOOODODODOOODO
P2PpOO0OOCOOODOOODOOCDOOOOODOOOOODOODOODUOODODbOOOD
O000000000000000000000 2GROODODDOOODODOODOOOOOOO

gugodouooooobobbbbbooobooooooo

goood P2P,00,0000000000,0000000000, 2GR



Abstract

Application of One-Time Password Authentication Protocol

to Peer-to-Peer Network

NISHIDA, Yuji

In recent years, the spread of the application using the P2P(Peer-to-Peer) network
is remarkable, and various services come to be provided. User authentication is neces-
sary to provide safety service on the network. In the P2P network, user authentication is
done by setting up the authentication server, and using Public Key Infrastructure(PKI).
However, either method should set up and operate server and Certification Author-
ity(CA). Therefore, the advantage of the P2P network that it is possible to operate
low-cost and high fault tolerance will be lost. In this paper, we propose a method of
user authentication while making the best use of the advantage of the P2P network.
We use One-Time Password Authentication Protocol 2GR, and authentication data is

distributed in the network using Distributed Hash Tables.
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