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Abstract

Forward Secure RFID Privacy Protection Scheme

Ryo TERAO

In these years, radio frequency identification (RFID) systems are expected to
be a basic technology which can be used for various fields, for example supply-chain
management applications. RFID systems are using a radio communications, so the
radio messages may be intercepted. In addition, information preserved in RFID
tags can easily read with a RFID reader. Therefore, the RFID tag owner can be
traced by pursuing specific information on the RFID tag. The problems are called
privacy problems on RFID. This paper proposes a forward secure RFID privacy
protection scheme. The scheme protects the privacy problems by encrypting a tag
to a different value every time using a hash function. Additionally, the scheme can
satisfy the forward secure requirement at low cost. It means that an adversary
cannot trace the RFID tag data back through previous events in which the RFID
tag was involved even if the adversary acquires the secret data stored in the RFID

tag.
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