O0000000DO0D00O00O SAS200000000

goooogg

oo oo

ggodooooooobooboobobobbbbobbbbobboooooouuooua
ugodoooobobobobooboobbboobbooodoodoooooooobooobooo
O000000SAS200000000000000000O0OOOOO0ODOOOO
000000000000 00D0000SAS200000000000000D000
000-000000000000000000000000SAS200000000
dddddddoooooooboboobooobobobobbbbbbbbbbobboo
oo oobbbtbdUdUUUooo
goboboooobobooobbobooooboboodgn

00000000 SAS2000000000000000O0O0DODODOOODOO0O
ool oobbbobobobbobbbbbbbbon
ol UUU G

ggoooooobbbbbooooooooouobobobbbobbooooon

goooo 000000000000 00SAS-20000000



Abstract

Development of Network Equipments with

One-time Password Authentication Method SAS-2

NAKAHARA, Tomoya

Internet and mobile communications have been developing, and services with
personal data and electronic commerce systems have been increasing. An en-
crypted communication method using a cryptographic-key exchange with one-time
password authentication protocol SAS-2 (Simple And Secure password authenti-
cation protocol, Ver.2) has been proposed to keep the confidentiality of those data.
The method has a problem which authentication information stored in the server
and the client is not corresponding when a communication route between the server
and the client is broken by unexpected reasons. Another problem with the method
is that cannot create a new connection in security on the next generation network,
the ad-hoc network.

In this paper, an improved algorithm of the SAS-2 that solves the asyn-
chronous problem and exchanges the cryptographic key safely is proposed. More-
over, an authentication information delivery method that solves the new connec-
tion problem on the ad-hoc network is proposed. Finally, I have shown that the

high convenient network devices with the proposed method.

key words Authentication, One-time password, SAS-2, Synchronous0Key ex-

change
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