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Abstract

Authentication Systems using FeliCa

on Cellular Phone

Emi DOI

FeliCa is often used in various services because of convenience of usage. In
recent years, FeliCa is also equipped on a cellular phone, and the user can use for
various services with the one device. The threats which third persons impersonate
registered users in FeliCa services with the user’s personal information and the
digital money must be dealt with appropriately. Nowadays, for tackling of the
threats, an exclusive use R/W (reader and writer) which has authentication and
encryption functions is most presently available. However, the exclusive use R/W
is more expensive than the simple R/W which doesn’t have authentication and
encryption functions, and it is difficult to build a service infrastructure.

In this paper, authentication systems using FeliCa on a cellular phone is pro-
posed. The systems counter the threat by applying one-time password authentica-
tion protocol SAS-2 (Simple And Secure password authentication protocol, Ver.2).
Finally, I have shown that the result of the evaluation experiments for showing

the expediency of the systems.
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