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Abstract

A Proposal of FeliCa on Cellular Phone Authentication

Protocol that avoids Skimming

Hayato SAKAMOTO

In recent years, cellular phone equipped with FeliCa is widely used, and the
user using FeliCa services are increasing. In the case of FeliCa services using
user’s personal data or digital money, it is necessary to evade wire tapping and
impersonation attack by third parties. Nowadays, for tackling of the threats,
an exclusive R/W (reader and writer) and FeliCa chip common area which has
authentication and encryption functions is most presently available. However,
exclusive R/W is very expensive. Therefore, a large sum of initial investment
is necessary to provide FeliCa services. As an earlier study, the authentication
system to be able to encrypt data and authenticate user by using inexpensive
multipurpose R/W is proposed. However, this system cannot provide safe FeliCa
service because it cannot evade impersonation attack by skimming by third parties.

In this paper, we proposed FeliCa on cellular phone authentication protocol

that avoids skimming. Finally, we evaluate the safety of the proposed protocol.

key words FeliCa, authentication, skimming, impersonation
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