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Abstract

Forward Secure RFID Protocol

Hirokazu NOGURA

Recently, RFID System are expected to be a basic technology on various field
not only for Identification, for example Felica. Anyone can intercept messages
because RFID systems are using a radio communication. Additionaly anyone
can read data in tags easily by using RFID tag reader, so attacker can trace
the owner by tracing the RFID tag that he has. That problems called a privasy
problems. To solve the privasy problems, it is said that it must be satisfied with
privasy requirements. So it is proposed some solution by using a one time password
authentication method. Because one time password authentication method change
authentication data on communication at each communication. But if you use
these solution, anyone can get a past informations on communication by getting
a information on server. So I will suggest a information protocol that solved the
privasy problems and problems in situation that stealed a information on server

in this research.
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