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Abstract

Cryptanalysis JPEG 2000 partial scrambled images based

on statistical character

Shingo HAMAGUCHI

In recent years, distributions of commercial digital images using network in-
creases and copyright piracy becomes problems by unauthorized copying. Methods
of copyright protection are proposed digital watermarking, encryption of image and
partial-scrambling. Digital Water Marking is suggested as a method of copyright
protection. Digital Water Marking embeds copyright notice in digital image and
prevent unfair use. Though this method is difficult to prevent unfair use. Encryp-
tion of image is the safest method in protection of image information. However we
cannot confirm image content without completely decrypting image information
and this method disturbs treatment of image and image search.

Consequently partial-scrambling of image is an useful method which protects
copyright if commercial digital images are distributed. This method makes images
deteriorate by using encryption and users can recognize image outline. However
an existing partial-scrambling is in danger of being restored scrambled images by
a feature of image frequency transform.

In this article, we point problems of an existing partial-scrambling and ap-
proach a cryptanalysis. Additionally we perform simulation and determines image

noise. Then we confirm an effect of cryptanalysis.

key words JPEG 2000, Partial-Scrambling, DWT

—ii —



