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Abstract

Encrypted communication of VoIP

with a mobile phone

ONO, Yutaka

In recent years, the company which introduces VoIP( Voice over Internet Protocol)
for cost reduction is increasing every year. Furthermore, the reduction of the charge for
a call is possible by using VoIP in a cafe. However, VoIP using the public network has
danger. In order to solve this problem, there is a method of using VoIPs( VoIP over
SSL). However, VolIPs keeps using the same encryption key while talking over the mobile
phone. Therefore, when he/she had the encryption key stolen, hiding the content of
the telephone call secretly can not be kept. And, if we implemented VoIPs to a mobile
phone, there will be problem of the calculation cost.

In this paper, we propose the protocol that consider confidentiality of telephone.

As a result, even if a encryption key is stolen, confidentiality can be kept.
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