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Abstract

Verification of History-Based Access Control program using

pushdown system model checker

Masahiko Katsuyama

A dynamic access control infrastructure called stack inspection has been introduced
into runtime systems such as the Java virtual machine, and some extensions have been
proposed. Takata proposed the HBAC (History-Based Access Control) program that
formally models an access control infrastructure proposed by Abadi. When we verify
an HBAC program, it is appropriate to use a model that involves the control stack.
Therefore Takata implemented a CFG model checker based on context-free grammar
(CFG) and optimized it to HBAC programs. However, this model checker is a prototype
and its perfomance is not enough. On the other hand, PDS model checkers, which are
extensions of finite-state model checkers and are based on the pushdown system, have
been developed and improved recently.

In this research, we use PDS model checker “Moped” and measure its performance
in the HBAC program verification. We compare the verification time of the CFG model
checker and the PDS model checker for several program sizes. The results of the experi-
ment indicate that the performance of the PDS model checker without the optimization
for HBAC programs is enough when the verified system is simple; however, when the

vefied system is complicated, the optimization is necessary.
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