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Abstract

An Automatic Generation Method of Access Control

Statements from Information Flow Specification

Yoshimasa Morita

Stack inspection is a general-purpose access control infrastructure broadly used in
such runtime environments as Java virtual machines. Stack inspection prevents un-
trusted modules from accessing important resources. In this mechanism, a programmer
places special permission-check commands just before accessing important resources.
When the control reaches a permission-check command, it examines whether the cur-
rent running process has specified access permissions, and if not, then an exception is
thrown or the process is aborted. The purpose of this study is to propose a method for
automatically inserting permission-check commands of the History-Based Access Con-
trol (HBAC) according to a given security specification, which is an extension of the
stack inspection. In this study, the security specification is described as a specification
of information flow, and the proposed method generates the access control statements
so that any execution sequence dose not violate the information flow specification. This
thesis defines the framework of the permission-check command insertion problem and
shows the problem is co-NP-hard. After that, an algorithm to solve the problem by
using the model checking method for pushdown systems is shown, and the results of

experiments where a prototype system is applied to sample programs are described.
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