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Abstract

Quantum cryptography BB84 Simulator

Kou Nakamoto

The internet has become the primary means of information exchanges in modern
society. In order to guarantee the security of the internet, cryptographic technology is
crucial. With the emergence of quantum computation, security of even most modern
cryptography is in danger. That is where quantum cryptography comes in for rescue.
In this work, we construct a simulator of quantum cryptography on classical computers,
and examine its working in detail to understand how quantum cryptography works.
In chapter 2, we review the modern classical cryptography as the background. In
chapter 3, we present the basics of quantum theory that form the basis for the quantum
cryptography. In chapter 4, we present detailed explanations of the BB84 protocol which
is the most basic of quantum cryptography. In chapter 5, we lay out the numerical and
statistical analysis of BB84 using our simulator. In the last chapter, we examine the

problems and the prospects of quantum cryptography.
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