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Abstract

A study on the difficulty of the decompilation of an esoteric

programming language Malbolge

Yuya KAN

Obfuscation is a technique to rewrite a program without changing execution results
in order to make it difficult to analyze and to keep its algorithm and data structure
secret.

Izawa proposed an obfuscation method in which a program is converted into an
esoteric programming language Malbolge. An esoteric programming language is a lan-
guage that aims at making it difficult to construct or understand a program. Malbolge
is one of esoteric programming lanuages and aims at being the most difficult in the
world to understand the construction of a program. However, Izawa’s obfuscation is
mechanical convertion and has possibility that we can reconstruct the original program
from a Malbolge program. Though Izawa has mentioned the possibility of decompila-
tion, sufficient investigation of the effectiveness of the obfuscation has never been given.
Therefore this thesis investigate the effectiveness of Izawa’s obfuscation by constructing
a decompiler.

As a result, Izawa’s obfuscation is vulnerable to decompile because the decompiler
reconstruct the original program from a Malbolge program. However, it is also found
that the obfuscation can be improved by adding some dummy code at the top and

bottom of a program.

key words obfuscation, esoteric programming languages, Malbolge, decompilation
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