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Abstract

A Study of Network Intrusion Detection System using

Machine Learning Algorithm

Tatsuro MATSUO

Anomaly intrusion detection system(IDS) using machine learning has been studied
by many researchers to overcome the weakness of signature-based IDS in detecting
unknown attacks. Improvement of precision of classification is an important issue in
the research area of anomaly IDS. High speed network produces tremendous amount
of data to inspect by IDS. Then not only precision of classification, but also the speed
of convergence is important for a real network application. In this study, the extreme
learning machine(ELM), which is a novel neural-network learning algorithm proposed
in 2006, is applied to IDS, and is compared with support vector machine(SVM), which
is a popular learning algorithm applied in various area. The advantage of ELM is its
convergence speed. The precision and convergence speed of ELM are compared with
those of SVM. For abnormal packets classification, the dataset “KDD Cup 1999 Data”
by University of California Irvine, Machine Learning Repository is used. Total number
of the data is 4,898,431 and sub-datasets are generated by equal interval sampling. The
discrimination is performed using each sub-dataset. The result shows linear increase
of learning time using ELM for datasets, while the learning time of SVM increases
in cubic to the number of data. SVM classifier achieves 99.84% of the precision and
34,902 seconds for learning. ELM classifier achieves 99.84% of the precision and 865

seconds for learning. These results show that learning speed of ELM improves while its
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classification precision is preserved, and ELM has an advantage for IDS in a high speed

communication network.
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