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Abstract

A communication method over SAS-2 for the IoT

environment

MQTT over SSL/TLS is known secure communication method for the IoT envi-
ronment. That is MQTT communication on the safe connection offered by SSL/TLS.
However, This method use public key cryptosystem of a weighty load for authentica-
tion and key exchange. Client’s devices are more affected by weighty load, because
resources is subject to restrictions by the IoT environment. Therefore there is a prob-
lem of increased processing time. In this thesis, I propose a new method which solves
such problem. The new method applies SAS-2 to authentication and key exchange. In

addition, I compare new method and applied SSL/TLS method to show utility.

key words IoT, MQTT, SSL/TLS, SAS , Authentication, key exchange, public key

cryptosystem

—ii —



