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Abstract

Study on Methods to Resolve Asynchronous Problem of
SAS-2

AIKAWA, Yuuki

In recent years, with the increase of the leakage of personal information, one-time
password authentication protocol that allows secure communication has been focused.

One-time password authentication protocol SAS-2(Simple And Secure password
authentication protocol, Ver.2) has a problem that authentication information stored
in the server and the client is not corresponding when a communication route between
the server and the client is broken by unexpected reasons.In the method to solve this,
there is a risk of spoofing by a third party.

In addition, in the method to prevent this spoofing, there remains the vulnerability
if the synchronization problem occurs more than once, it is not established authentica-
tion when the reply information from the server is delayed.

In this paper, we propose a secure authentication protocol to resolve these problems.
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