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Abstract

Proposal of Secure Public Wireless LAN Service using VPN
by SAS-2

ENDO, Shun

In recent years, communication carriers provides public wireless LAN services in
train stations, airports, the city. The wireless LAN base station install in sightseeing
spot is promoted by The Japanese government policy to increase of foreign tourists.

However, these public wireless LAN services for tourists are offered by a non-
password or a shared password, and data are not encrypted. In the environment that
many people use this service, it have a risks. For example, the eavesdropping, the
manipulation and man-in-the-middle attack. The existing service avoiding such risks is
The MIAKO Net. This service has the limit of the firewall, and member-limited service.
Thus, versatility lowers.

In this paper, I propsaled a secure public wireless LAN service using VPN by SAS-2.
Suggestion service using SAS-2, and perform cross-certification. And the encrypted data
is generated by certification information that change every time. Encryption key infor-
mation do not exchange in the Internet and encryption key exchange is every session,
because using SAS-2. From the above, This service is able to secure communications
in public wireless LAN service that does not safety. Also, it can hold down a price low
because it do not use certificates and it is made by Softwarel I implement this service

and evaluate it from three items of safety, versatility, the cost and show usefulnes.
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