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Abstract

The Study on the Pure-P2P content distribution and billing

system using Bitcoin protocol

Kensuke HAYASHI

A P2P content distribution system has received a lot of attention in recent years,
because of its high scalability and high fault tolerance. Conventional system encap-
sulates a content, and distributes a capsule among users. Conventional system has a
problem that users do not have a method to know a distribution route, and load sharing
isn’t performed because there are no merits by which the user uploads a file. Against
this problem, a method of digital rights management based on Bitcoin protocol has
considered. In this method, using the mechanism that Blockchain which is all transac-
tion history is shown, can give a benefits to a user. In this method, vendor gives right
of use to a buyer after getting money from a buyer. Therefore, when a vendor is not
a reliable person, this system can’t be usable. For this reason, it is risky to use this
system because a malicious user exists in P2P.

In this paper, I propose a new content distribution and billing system using Bitcoin
protocol. In this system to define a format for the 6 types of transactions. Then, users
can record not only coin but also information of content in Blockchain. Accordingly, it
becomes possible to a registration of sale contents, and trade in a coin and a decryption
key of contents at the same time. As a countermeasures against dishonest acts, I make
a structure that a buyer must reserve some coin beforehand. From this point, when

a buyer does not pay a coin to a vendor, buyer can’t get a decryption key. Also, a
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vendor may hand an illegal decryption key to a buyer. Then, enable to the correctness
verification of the decryption key by the third party and enable to refund when it is

illegal. T show that a safe contents distribution system can be realized by this method.
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