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Abstract

A Fast Model-Checking Method of History-Based Access

Control Programs Using a SAT-Solver

Fuka YAMAMOTO

There are many access control technologies for the purpose of ensuring the confi-
dentiality of a system. Some of them are built in a programming language and is called
language-based access control. History-based access control is one of the language-based
access control technologies.

Previous studies have proposed a method for verifying the program using the
history-based access control, based on the emptiness problem of context-free languages.
However, this approach sometimes takes much time or cannot validate large models.

In this thesis, we propose a fast model-checking method of history-based access
control programs based on the bounded model checking. The bounded model checking is
a method for solving the verification problem by reducing it to the satisfiability problem.
In many cases it can perform the search of the state space faster than conventional
model-checking methods. We propose a method to convert the verification of history-
based access control programs to the satisfiability problem. By performing experiments,
it is confirmed that the proposed method can verify large programs faster than the

method proposed by Takata et al.
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