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Abstract

Secure child security support system using RFID

Nao Akimoto

Recently, there have been many incidents that cause children to be damaged, en-
suring safety at schools and school roads has become a major social issue[l]. Since the
RFID (Radio Frequency IDentification) system is an automatic identification technol-
ogy using wireless communication, we consider to use it for a child security support
system that protects children. RFID systems are technologies that are popular not only
in the field of logistics but also in various fields such as medical field, public trans-
portation, books and product management [4]. However, since the RFID system uses
wireless communication, information stored in the RFID tag can be read by a third
party by using a reader / writer. Therefore, there is concern about privacy problem
from information of specific RFID tags [5]. A method of changing the ID information
of the RFID tag every time by using a hash function as an existing method has been
proposed, but as the number of RFID tags increases, there is a problem that it takes
time to process the authentication. Also, when used in a child security support system,
RFID tags are analyzed and there is a danger of privacy problems occurring. In this
paper, application of the one-time password authentication method SAS-X, processing
speed for authentication does not change even if the number of RFID tags increases, and
child identification information can not be generated with only RFID tags We propose
a method suitable for the system. Also investigate the current RFID system and verify

it is applicable.
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