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Abstract

Design and Implementation of
Program Evaluation System

Using Docker Virtualized Environment

Michiko IWAMOTO

Teachers often assign programming tasks to students in computer science classes.
Students write programs and submit them to the teacher. However, if a student submits
a malicious program to the teacher, the teacher’s computer infects the malicious program
when the teacher execute the program to evaluate it.

In this research, in order to prevent teacher’s computers from infection of such ma-
licious programs, we developed a program evaluation system that execute programs in
virtualized environment. By executing programs in virtualized environment, we can en-
close the effect of the malware in virtualized environment. We used Docker to construct
the virtualized environment.

To make requirements to our program evaluation system clear, we developed a
prototype system. This prototype system simply has a function to evaluate programs
in a virtualized environment. Using this prototype, we evaluated programs that are
submitted from students in a real class. We also developed a web application with this
prototype system and provided it to the students of the class. Afterward, we surveyed by
questioning the students usefulness of this system and malicious behaviors of programs
that the students could submit.

After considering the result of the preliminary research, we developed a program
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evaluation system that does not only executes programs in a virtualized environment
but also restricts usage of computational resources, namely memory and CPU and
execution time, and restricts network access. We evaluated the system to make sure
that these limiting functions work properly. As a result, we confirmed that the system
limits resource usage, CPU, and execution time and prevents programs from rewriting
files on the host. We also confirmed that the system prevented programs from accessing
to the external network. In addition, we compared the elapsed time taken to evaluate
programs using our system with the time taken to evaluate on VirtualBox and the time
taken to evaluate directly on the host OS. We found that our system was faster than

VirtualBox. However, our system was slower than the host OS.

key words Docker, virtualized environment, program test, security
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