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Abstract

SAS-2 Mutual Authentication method for Infrastructure

Communication System

Kohdai Okazaki

In recent years, commercialization of an infrastructure communication system is
expected. This is to prevent traffic accidents and provide traffic information. In the in-
frastructure communication system, traffic disturbance caused by fake information and
fake devices andis serious as a threat and it is necessary to ensure reliability. As a coun-
termeasure, device authentication and key sharing using the public key cryptosystem
can be cited. However, in the Infrastructure Communication System that communicates
with an on-vehicle device that is assumed to be low in resource, it is thought that the
influence by the processing load is great.

In this research, we adopt an one-time password authentication method SAS-2 for de-
vice authentication of an infrastructure communication system, and realize high - speed
and secure authentication. In addition, the time require for device authentication also

shows the usefulness of the proposed method compared with the conventional method.
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