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Abstract

Design and Implementation of AST Generator of Semantic

Error Detector ASTgrep

Ayato KASUTANI

Software sometimes contains errors that can not be detected by the compiler. Such
errors are called semantic errors. Semantic errors are often found after releasing soft-
ware. These semantic errors may cause security problems. Therefore, many researchers
are studying to find semantic errors before releasing software. ASTgrep is developed in
such a research.

ASTgrep is a tool to detect semantic errors by looking for plausible places in the
syntactic structure of programs. To do that, ASTgrep generates an abstract syntax
tree (AST) of the target program and then matches a pattern representing the cause of
a semantic error against the AST. If the users create patterns, ASTgrep can detect
various kinds of errors. When the user create a pattern, the user can refer ASTs
generated form the program to be checked. This makes pattern development easier.
However, the current ASTgrep has problems. First, the naming rules of type names
and attribute names of nodes in the AST are not uniform. Second, the generated AST
is very large. Third, it is difficult to create patterns of some kinds of semantic errors due
to the structure of the AST. In this study, we developed an alternative AST generator
of ASTgrep to solve these problems.

We solved the first problem by employing a naming rule uniformly. We solved the

second problem by deleting AST nodes representing definitions in included files. We
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solved the third problem by implementing a mechanism to transform the structure of
AST.

We evaluated our AST generator. We generated an AST from mod_rewrite.c, which
is the largest source file among Apache web server’s source files, using our AST generator
and compared with the original AST generator with respect to the execution time and
the AST size. As a result, the execution times were similar. The size of the AST was
reduced from 8,809,455 bytest to 6,167,078 bytes by transforming the generated AST.
Furthermore, in order to confirm that patterns of semantic errors which have been
difficult to create can be created, we createde a patterns of a semantic error relevant to

the switch-case statement and labels.

key words AST, pattern match, semantic error detection
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