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Abstract

Proposal of Secure Public Wireless LAN Service using VPN
by SAS-X

Goda Ryoto

In recent years, public wireless LAN services are provided at all places such as com-
mercial facilities and tourist facilities in addition to airports and stations. The wireless
LAN base station install in sightseeing spot is promoted by the Japanese government
policy to improve ICT services and infrastructure. However, these public wireless LAN
services are offered by a non-password or a shared password, and data are not encrypted.
In the environment that many people use this service, it have a risks. For example, the
sniffing, the wiretapping, and man-in-the-middle attack. As a method to deal with this
problem, there is SAS-VPN by Endo.

In the existing method, since it is handed over to the facing side using the physical
medium, it is necessary for the user who is not convenient to visit the SAS-VPN user
registration window directly and can not immediately receive the service in the SAS-
VPN method.

In the proposed service, SAS-X (1) which corrected the synchronization problem,
, Mutual authentication between the client and the VPN server is performed, and the
communication data is encrypted using the authentication information.

By using SAS-X (1) which fixes the synchronization problem, it is possible to
update encrypted key information without flowing the encrypted key information to

the communication path, and since the key update is performed for each session, secure
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communication is realized in the public wireless LAN environment In addition, it is
possible to provide at low cost by not implementing the certificate by implementing it
with software, actually constructing the proposed service, evaluating the convenience,

and demonstrating its usefulness.
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