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Abstract

Proposal of attack detection method based on appearance
frequency of symbols included in SQL injection attack and

its relevance

Cyber attacks targeting Web applications are a great threat to not only those who
operate and manage Web applications but also their users. Among them, there are
many attacks aimed at vulnerability of SQL injection attack, and it is pointed out that
countermeasures have not kept up despite being a previously known vulnerability. SQL
injection attack tends to include many symbols. Therefore, as an existing method, at-
tack detection method focusing on symbols included in SQL injection attack has been
proposed. However, while the existing method shows a high detection rate in detection
of normal data, the detection rate of attack data is not higher than other detection
methods. In order to prevent damage caused by SQL injection attack, it is necessary to
improve attack detection rate without lowering performance against normal data.

It is shown that the SQL injection attack has the following features. SQL statements
inserted into SQL injection attacks differ according to the purpose of the attacker. In
addition, in order to establish an SQL injection attack and obtain target information,
information related to the database is required, and a method called blind SQL injection
is used. In this paper, we propose an attack detection method that exploits the relation-
ship between the attacker’s purpose and the occurrence frequency of symbols included

in blind SQL injection attack. The proposed method improves the attack detection rate
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without lowering the detection rate of normal data by using the relationship between
the purpose of the attacker and the information of the symbol included in the attack
data. Moreover, by using blind SQL injection attack data for attack data, it is possible
to block requests to collect database related information, which is considered to be a

useful attack detection even in actual SQL injection attack.
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