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Abstract

Study on Method to Prevent a Impersonation on an

Asynchronous Problem of SAS-2

Hiroyasu Fujita

Development of internet communication and spread of mobile devices allow us to
take various Web services. Web services such online shoppings and internet bancking
deal user’s private information which need to be protected, and authentication is highly
required. SAS-2 (Simple And Secure password authentication protocol, ver.2) which is
a one-time password authentication method, is able to provide strong authentication.
However, an asynchronous problem of authentication information is occured by some
troubles after a server stores next authentication information. Although the problem
is resolved by backing up authentication information on the server, this solution lead
the SAS-2 protocol to be vulnerable against impersonation attacks. In this paper, a
method of resolving the impersonation problem is proposed. It has the mechanism of

challenge-response authentication.
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