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Abstract

Proposal of a secure sharing method

for confidentiality files using SAS

Nana TADA

In recent years, scenes of storing and sharing files using cloud storage services are
increasing. Since the cloud storage services are easy to use at low cost, the services’s
users can use it convenience. However the users uploaded files are constantly exposed in
online, and then there are risks of information leakage. When the users store and share
files by the cloud storage service, the users encrypt sharing files to protect information
leakage to third parties. However even if the files are encrypted, the service provider has
the authority to restore the file. Therefore it will not be possible to prevent information
leakage to fraud by the service provider.

In this paper, I propose a secure sharing system by using SAS, which the one-
time password authentication method. the system divided the administrator of the
encrypted file and the encryption key, and share files safely. Therefore if encryption keys
management server is entrusted to a third party, there is no risks. Also, I implemented

the system. I confiremed that this result is within the the allowable range time.
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