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Abstract

A Memory Access Library
under Relaxed Memory Models for SPIN

Kosuke MATSUMOTO

It is desirable to verify correctness of programs when we use the programs. It is
difficult, however, to verify multi-thread programs. One of the reason is that executions
of threads are interleaved with each other. Model checking is used for multi-thread
programs. Model checking checks whether a model, which is an abstract program that
reflect behavior of the verification target program that we concern about, satisfies an
expected property. Another reason is that the order of memory access instructions
executed by a thread may appear different from the order written on the program to
other threads on modern multiprocessors. The pattern of how to be seen the order of
memory access instructions executed from other threads is called a memory consistency
model (memory model). It is required to consider the memory model for verifying
programs that work on a modern multiprocessor. However, the SPIN model checker
does not consider the memory model.

This research developed a library that provide memory access instructions that
enable memory model conscious model checking. This library is written in Promela that
is a language to describe a model for SPIN. Also, this library is described in a different
file for each memory model. By including the file of a memory model into the user’s
model, the user can use memory access instructions that can be reordered according

to the memory model. This research developed a library of three memory models,
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sequential consistency, total store ordering and partial store ordering. All libraries were
designed to have a common interface, so that we can switch memory models without
modifying the model of the program. Generally, model checking has a difficulty that
the amount of computation becomes larger explosively as the model becomes larger.
Therefore, we designed a library, so that we can adjust the size of models of memory
access instructions by using information of the user’s model.

We experimented with a library. As a result, we found that the library can provide

the correct memory access instructions according to the memory model.

key words model checking, memory consistency model, SPIN
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