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Abstract

A Secure Collection method of Anonymous Data

YASUMITSU Hodaka

Along with a development of information society, various kinds of information are
exchanged via the Internet. Under such circumstances, electronic voting which is voting
on the Internet is drawing attention for a cost reduction and an increase voter turnout.

Several methods based on public key cryptography have been proposed as existing
methods. However, these existing methods have problems that voting contents are
restricted, construction costs are high, difficult to realize, and decryption processing
takes time.

This paper proposes a secure collection method of anonymous data, using common
key cryptography and one-time password authentication protocols SAS which apply a
common key cryptography. The method consists of voter, an administration center,
a contents management server and an encryption keys management server. A voter
privacy is protected, and a vote from the voter can be securely collected. The method
requires less processing load, so it can be applied to applications on popular communi-

cation terminals such as smart phones.

key words one time password, SAS, anonymous information, electronic voting, sur-

vey
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