Joboooogbouoogo

Jogbogboogotdbtdbotobooboon

oo o

00, IoT(Internet of Things) 00 0000000000000 0D0O0O0O0OOOOOO
0. 0000000000000 0000000000000000000 LEAPOO
O. 000, LEAPODOODODODOOODO,00D00D000DOO0OO000DOOOOO0OO0
O0000000. 0000000, LEAPOODOOOOODOOOOOOOODOOOGO, O
oo booooob oo oo buoooboboo. oo,0on
00000000000000000000000 SAS-X(Simple And Secure password
authentication protocol version X) 000 0000000000000 0. 0D0O0OOO
I A A A A A I
oo oobobboooog, oo oobobouooooo
ggooooooo. gg,0o0ooobboooo,dddddgggoooooon
goooo. oooo,0o0bodooooobooo, 00000, 0b0oooooooon

gogoooooo.

goooo ugobbooooo,bbooooboboood



Abstract

Key Management Scheme using a One-Time Password

Method for Sensor Networks

Ren FUJIWARA

In recent years, a wireless sensor network attracts attention to realize IoT (Internet
of Things). In this wireless sensor network, LEAP is a method for efficient key manage-
ment. However, LEAP does not update the pairwise key used for encryption, network
key, and cluster key distribution. In this paper, we propose a method to securely per-
form encryption key update using one - time password authentication while maintaining
the efficiency of LEAP. In addition, we extend the one-time password authentication
system SAS-X (Simple And Secure password authentication protocol version X), which
is the base of the proposed scheme, for sensor networks. As an extension for sensor net-
works, we introduce a mechanism to protect backward confidentiality even when nodes
are stolen. We performed simulation of the proposed method for performance evalua-
tion and showed average power consumption of the node due to the presence / absence
of key update processing. We also evaluated the proposed method from the viewpoint
of system requirements and security requirements. As a result, the proposed method

satisfies the system requirements and security requirements under some conditions.
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