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Abstract

A Study on Password Management Systems

Yuji Aoki

With the spread of the Internet, the number and variety of Web services are in-
creasing. In proportion to this, the number of ID and password pairs that each user
needs to manage is also increasing. However, there is a limit to the number of IDs
and passwords that can be stored in memory, and security is reduced when the same
IDs and passwords are used repeatedly. Password management systems are available
as a countermeasure for these problems. However, most of them use fixed passwords
for authentication, and if a fixed password is compromised, the stored ID and password
pairs will also be compromised, posing the risk of unauthorized use. Another conven-
tional method for password management systems is key distribution using public-key
cryptography, but this method has the problem that key exchange takes time. However,
the one-time password authentication method is difficult to use in multiple terminals
because the authentication information changes with each communication and it is dif-
ficult to update the key. However, it is difficult to use one-time passwords at multiple
terminals because the authentication information changes with each communication
and it is difficult to update the key. In this study, we propose a method for efficient
use of one-time passwords that solves the problems of existing methods and enables
multi-terminal authentication. Compared with existing methods, the proposed method
is more effective in terms of the management cost of authentication information and
the number of times the one-way function is applied, and we show that the one-time

password can be used efficiently.
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